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INTRODUCTION

When the first draft of the program of the KyotorQoess was prepared, there were only two
WIPO “Internet Treaties:” the WIPO Copyright TrediyyCT) and the WIPO Performances
and Phonograms Treaty (WPPT) adopted in Genevaemerbber 20, 1996. Both of them
entered into force in 2002 and, at the time ofdbmpletion of this papérboth of them had
90 Contracting Parti€sHowever, nowde factothere are three WIPO “Internet Treaties.” The
third one is the Beijing Treaty on Audiovisual Remances (BTAP) adopted in Bejing on
June 26, 2012. The BTAP may be regarded as theddhig since it confirms all the principles
and maintains all the values of the WCT and the WHPpart from certain details dictated by
the different subject matter, its provisions copmsd to (and, in several cases, are the
verbatim reproductions of) the corresponding priovis of the WPPT.

This paper begins with the obligatory exerciselafitying the concept of the “Cloud” — and
cloud computing — and identifying those charactesswhich may be relevant for the
interpretation and application of the three “Intdriireaties.” The paper then analyzes how
the key provisions of the three Treaties may bdieghm the cloud environment. Namely, the
provisions on the rights concerned, on possibleegtans and limitations, and on the
protection of technological measures and rights agament information. Although the
Treaties do not cover specifically the issues ability for infringements of copyright and
related rights (in particular, not as regards sdaoy liability), the paper deals with those
issues too because they are inseparably interwaitbnthe questions of what rights and in
which way may be applied for the acts performedhim complex structure of cloud-based
systems. The paper is closed by summary conclusions

THE CONCEPT OF THE “CLOUD” AND ITS RELEVANCE FOR CO PYRIGHT
One more metaphor to demystify
Metaphors may be useful. They may simplify refeesnio complex phenomena and may also
make our style more colorful. However, when it ceme legal regulation, it is not the

metaphor which is supposed to be regulated buphle@omenon to which it relates. Although
this is obvious, we have seen already in the chsigednternet that certain metaphors could

" Member of the Presidency and Honorary PresiderthefHungarian Copyright Council, former Assistant
Director General of WIPO.

! October 10, 2012.

2 In this number, it is taken into account that Mala deposited its instrument of accession to ti@TVend the
WPPT on September 27, 2012 and that, thus, theig@seaill enter into force for the country on Dedsen 27,
2013.



influence people’s thoughts in a way that the aggpion of this correct principle — the need
for keeping in mind the phenomenon and not beitayvald to carry away by the metaphor —
turns out to be less easy than expected. The esipre’cyberspace” referring to the operation
of the Internet was taken so seriously by someiZaet ideologues and activists that they
have gone so far as to claim that it forms a spat¢gide our “traditional” world and, as such,
it should be the realm of complete freedom whetenal laws and international treaties do
not have anything to do. The adoption of the fivgh “Internet Treaties” to offer meaningful
international standards for the digital online eamment was only possible because, during
the intensive preparatory work in various forms doadims> we succeeded to clarify that
such a thing as “cyberspace” does not exist the suggested by some Internet gurus. There
is nothing outside our “traditional” world; all theomputers from where protected materials
are uploaded and into which they are downloadédh@lcommunication facilities necessary
for online communication, all the people who operidte system, all those who gain a lot by
contributing to the use protected wdtksid other productions (quite frequently illegalighd

all the owners of rights who may lose a lot canféwend in one country or in another.
Therefore, national laws and international treadieave a lot to do with this phenomenon.

The same may be true as regards the “Cloud.” Alhatiis obvious that, in reality, nothing
takes place in some abstract “cloud” above us - lbputmeans of computers and
communication facilities that may be found, and emed, operated and used by concrete
identifiable persons or legal entities, in one dowpor in another — it is necessary to keep this
in mind. If we do not do so, some people might deied away again by this smart metaphor
and may consider that now everything is mergedimmorphous cloudy — or even foggy —
phenomenon where one cannot know who does whatgevamel in which way and, thus, it is
impossible to apply copyright and to find out whie Bable for infringements.

Definitions of the “Cloud”/"cloud computing”

The NIST definitiondt seems that the most generally accepted deinsitand categorizations
of the “Cloud” and cloud-based services are thosehvhave been worked out and published
by the National Institute of Standards and TechgwIiNIST), a division of the United States
Department of Commerce(A document freshly published by the European Céssion
refers to a NIST definition to®. Even those who do not explicitly mention NISTaasource
tend to use the concepts and categories idenbijatl

% In addition to the two WIPO Committees of Expestsrking on what became the WCT and the WPiRter
alia, also two rounds of regional consultations inttivee big regions of developing countries — Afriéaia and
Latin America — and “world forums” held at Harvddaiversity, Mexico City, Paris and Naples.

* From now on, unless it otherwise follows from tlentext, the reference to ,works” and ,copyrigh”to be
understood also as a reference to objects of cetahts and related rights.

> NIST Definiion of Cloud Computing (Special Publication  800-145); available at
http://csrc.nist.gov/publications/PubsSPs.html#&a6-

® On September 27, 2012, the document “Communicdt@an the Commission to the European Parliamest, th
Council, the European Economic and Social Committieg the Committee of the Regions — unleashing the
potential of cloud computing in Europe” was pubéid{COM(2012) 529 final) accompanied by a Comnaissi
Staff Working Document (SWD(2012) 271 final). Thatér document quotes the NIST definition (in p.a®)
also quoted in the following paragraph of this pafgée two documents mainly deal with general atspet
cloud computing from the viewpoint of the EU’s dmgnternal market, the contractual system (inalgdiross-
border licensing), guarantees for secure trangagtistandardization, data protection, privacy mtoda, and
even energy and environment aspects. Copyrightectlssues (in addition to the questions of thetregtual
system, which is not covered by this paper, bubther papers to be presented at the Kyoto Congegss)
mentioned only in two aspects (in the CommissiaffS¥/orking Document): private copying and — verielly

— liability of intermediaries.



The basic statement in the NIST definitions readfolows:

Cloud computing is a model for enabling ubiquitoc@venient, on-demand network access to
a shared pool of configurable computing resoureas,(networks, servers, storage, applications,
and services) that can be rapidly provisioned ahehsed with minimal management effort or
service provider interaction.

This overall definition hardly reveals all the kagpects of cloud computing that may be
relevant for copyright, although it refers to quat@ important one: on-demand network access
to shared pool of resources for storage and otlpglications (rather than using the
customers’ own resources), which is frequentlyrrefitto as “virtualization.” However, there
is a second sentence of the paragraph: “This clmedel promotes availability and is
composed of five essential characteristitsree service models, and four deployment
models.” The review of those characteristics anddel® may offer deeper insight into
possible copyright implications of cloud computiagd may also be helpful to understand
what is meant by the first overall definition qubibove.

The five essential characteristics are as folldiysan-demand self-service; (ii) broad network
access; (iii) resource pooling; (iv) rapid elasyicand (v) measured service. The latter two
characteristics only refer to some convenient efgmr the users of cloud services; the first
three of them, however, may deserve closer atteritam the viewpoint of copyright. They
read as follows:

On-demand self-servic& consumer can unilaterally provision computing aaifties,
such as server time and network storage, as neaaednatically without requiring
human interaction with each service’s provider.

Broad network acces€apabilities are available over the network andkased through
standard mechanisms that promote use by heterogeti@a or thick client platforms
(e.g., mobile phones, laptops, and personal diggsistants [PDAS]).

Resource poolingThe provider's computing resources are pooled teesenultiple
consumers using a multi-tenant model, with differphysical and virtual resources
dynamically assigned and reassigned according tswuoer demand. There is a sense
of location independence in that the customer gdiyehas no control or knowledge
over the exact location of the provided resouragsiay be able to specify location at a
higher level of abstraction (e.g., country, statedatacenter). Examples of resources
include storage, processing, memory, network batitiwand virtual machines.

The on-demand self-serviagature of cloud systems seems to be relevant fhenviewpoint
of the question of who may be regarded to perfocta eovered by copyright (and, thus, who
may be liable for direct infringements) and whceaisay have secondary liability.

Broad network accedsr use by heterogeneous platforms, including sttima” devices has
double copyright relevance. First, it correspormsand may satisfy, consumers’ demand to
get access to anything, anywhere, anytime and, thigsboth a challenge and an opportunity
for copyright owners. Second, the proliferationf‘thiin” devices is in connection with a “re-
centralization” process of the online ecosystemciimay have impact on the possibilities of
exercising and enforcing copyright.




As a result of re-centralization of computing amdiree infrastructure — “virtualization” — the
internet-abled devices used by consumers are getimilar to mere dumb terminals (as in
the old pre-PC times in the 1960s and 1970s wheh germinals were dependent on the
operation of “smart” mainframe computers). In fackind of interaction takes place between
the advent of ever “smarter” “thin” devices (taBlemobile phones, etc.) and the ever more
widespread availability of cloud computing. Theifthdevices are dependent on, or at least
they may be truly efficiently used only throughpwil services. At the same time, the
attractiveness of cloud services is increased i pgmtentials may be more fully exploited —
by the proliferation of such devices.

Broad network acced® cloud services by heterogeneous platforms awites, for the time
being not only by “thin” but also by more autonoradiraditional” devices (PCs, laptops,
etc.), allows the establishment of new inventivesibess models. It also facilitates the
application of efficient — and, at the same timgenfriendly — DRM systems. The possibility
that consumers (along with a limited number of thi@mily members and their closest — not
only “virtual” — friends) may get access to protgtiworks through a determined scope of
different devices from different places may redumeat least limit to a tolerable level, the
(frequently over-hyped) problems of interoperabil@dnd transportability of use of legally
accessed works.

It should also be seen that the re-centralizatiendt — in particular when, on certain big
platforms, making available of works is closelykia to the use of specific devices — may
contribute to the emergence of more or less clguegrietary systems. Where a cloud
platform becomes the only relevant — or at least\arly dominant — distribution channel for
a certain category of works, competition and amnRopoly issues may emerge. Such
platforms may misuse their monopoly position and/ rdictate disadvantageous conditions
both to owners of rights and to users of their ises: Appropriate legislative and judicial
protection is needed against such kind of misuge. discussion of these issues, however,
would go beyond the topic of this paper.

Cloud services also raise security and privacy lprab since cloud service providers get in

the possession of a huge amount of personal aacdhaltdata. Such information may be — and,
as experience shows, quite often is — misused daydcbperators for commercial purposes.

The potential problems arising with this are inteely discussed in both legal literature and

in the press. However, they are not covered elilighe specific topic of this paper.

Let us proceed now to the three service modelsméted in the NIST definition:

Software as a Service (Saa$he capability provided to the consumer is to use t
provider's applications running on a cloud infrasture.® The applications are
accessible from various client devices througheeith thin client interface, such as a
web browser (e.g., web-based email), or a prograerface. The consumer does not

" The reference to DRM (digital rights managemesi)ally means a combination of technological pravect
measures (TPMs) and rights management informakdflY. However, sometimes, what is meant may begust
TPM or a RMI system.

8 (Original note in the text quoted) A cloud infragtture is the collection of hardware and softwiae enables
the five essential characteristics of cloud commutiThe cloud infrastructure can be viewed as éoimig both a
physical layer and an abstraction layer. The playdayer consists of the hardware resources tleahacessary
to support the cloud services being provided, amically includes server, storage and network comepds.
The abstraction layer consists of the software aggl across the physical layer, which manifestsesential
cloud characteristics. Conceptually the abstradagar sits above the physical layer.



manage or control the underlying cloud infrastroetuncluding network, servers,
operating systems, storage, or even individualiegipbn capabilities, with the possible
exception of limited user-specific application agafation settings.

Platform as a Service (PaaS)he capability provided to the consumer is tologpnto
the cloud infrastructure consumer-created or aeduiapplications created using
programming languages, libraries, services, antkteopported by the provider. The
consumer does not manage or control the underlglogd infrastructure including
network, servers, operating systems, or storage,hba control over the deployed
applications and possibly configuration settingsthe application-hosting environment.
Infrastructure as a Service (laaSJhe capability provided to the consumer is to
provision processing, storage, networks, and othedamental computing resources
where the consumer is able to deploy and run arlyitsoftware, which can include
operating systems and applications. The consumes ¢@t manage or control the
underlying cloud infrastructure but has control roeperating systems, storage, and
deployed applications; and possibly limited contoblselect networking components
(e.g., host firewalls).

This categorization may be of some help for juddhmgissues of possible direct or secondary
liability of cloud service providers since it is@li the question of who operates and may
control and which aspects of the system.

Practically the same applies as regards the fogplayment models” mentioned in the NIST
definition:

Private cloud.The cloud infrastructure is provisioned for exchgsiuse by a single
organization comprising multiple consumers (e.gisibess units). It may be owned,
managed, and operated by the organization, a phairty, or some combination of them,
and it may exist on or off premises.

Community cloud.The cloud infrastructure is provisioned for exchgsiuse by a
specific community of consumers from organizatitimst have shared concerns (e.g.,
mission, security requirements, policy, and conmu& considerations). It may be
owned, managed, and operated by one or more arffamizations in the community, a
third party, or some combination of them, and iyreaist on or off premises.

Public cloud.The cloud infrastructure is provisioned for oper by the general public.
It may be owned, managed, and operated by a bgsiaesdemic, or government
organization, or some combination of them. It exish the premises of the cloud
provider.

Hybrid cloud The cloud infrastructure is a composition of taromore distinct cloud
infrastructures (private, community, or public) tth@main unique entities, but are
bound together by standardized or proprietary teldgy that enables data and
application portability (e.g., cloud bursting faald balancing between clouds).

It seems to be evident that, due to availabilitytte general public, public clouds deserve
specific attention from the viewpoint of copyrigfthis does not mean, however, that the
other three models are irrelevant. This is true als regards “private clouds” since, although
those services may only be available to one org#iniz, within that organization, this may

mean availability to various business units, and thay go much beyond the copyright
concept of “private” use (which normally only meamse within a circle of a family and a

narrow scope of close friends).



Definitions in the reports prepared by national AL@&roups in response to the congress
Questionnaire The reports prepared by the national ALAI Groupg to define the “Cloud”
and “cloud computing” by concentrating on thoseeaspthat may be relevant for copyright,
although some of them mainly state that there isspecific definition in the country
concernelf or just refer to the NIST definitionts.

There is only one national report which quotes Hitial definition; namely, theMexican
report. It applies for the use of cloud computingpublic institutions: “Cloud computing: a
model of providing digital services that permitsptablic institutions to accede to a catalogue
of standardized digital services, which may berastructure as services; platform as services
and software as service$”’As it can be seen, this definition does not contaily
substantive elements; it rather only refers totthree service models described in the NIST
definitions.

The reports, in general, stress the aspect of eestotage. Th8elgianreport states that “in
general manner, it may be said that cloud compuwtorgsists in transfer to, and maintain on,
distant servers data traditionally located on Icsmvers or the user’s client devicé The
Swissreport contains, in a verbatim manner, the sarfieitien.'* The Frenchreport refers

to this in a broader context by mentioning as anngharacteristic that cloud computing
essentially means ,providing services through distaformation technology capacitie¥.”
The Hungarian report also refers, as the key characteristichef“Cloud,” to the following
aspect: ,the users’ digital contents, includingtipersonal data as well as copies of protected
works and objects of related rights, are not staneBCs, laptops or other personal devices,
but on servers operated by othef$Thelsraeli report offers the simplest definition: “Remote
storage of digital files® The definition in thdtalian report is more detailed but essentially it
also stresses the aspect of remote computings fibrmally assumed that the Cloud provider

° All the reports to which reference is made in fraper may be found at the congress website:
www.alai.jp/ALAI2012/program/national-report-e/html

10 Colombian Report at www.alai.jp/ALAl/program/naiia_report/Colombia.pdf, p. 1.; Finnish Report,
prepared by Jorma Waldén, at www.alai.jp/ALAl/pragynational_report/Finland.pdf, p. 1.

1 Greece Report, prepared by Dionysia Kallinikou Bietrina Koriatopoulou, at
www.alai.jp/ALAl/program/national_report/Greece.pgf 1; Japanese Report at
www.alai.jp/ALAl/program/national_report/Japan.pgf,1;

12 Mexican Report, prepared by Ricardo E. Larrea eBoltand Luis Schmidt Ruiz del Moral, at
www.alai.jp/ALAl/program/national_report/Mexico.pdb. 1. Computo en la Nube: al modelo de prestacion de
servicios digitales que permite a las instituciormblicas acceder a un catadlogo de servicios digi#a
estandarizados, los cuales pueden ser: de infraelira como servicios, de plataforma como servigiade
software como servicigsSource:El Acuerdo por el que se establece el Esquema ®@eoprerabilidad y de
Datos Abiertos de la Administracion Publica Federpublicado en el Diario Oficial de la Federacidof
September 6, 2011, Second Article, point V.

13 Belgian Report, prepared by Axel Beleen, at wwai.gd/ALAl/program/national_report/Belgium.pdf, fi.
(De maniére générale, on peut dire que I'informagiqun nuage consiste a déporter sur des serveuentisdes
données traditionnellement localisées sur des sesvMecaux ou sur le poste client de l'utilisatgur

14 Swiss Report, prepared by Vincent Salvadé, avawalai.jp/ALAl/program/national_report/Switzrelapdf,

p. 1. De maniére générale, on peut dire que l'informadicgn nuage consiste a déporter sur des serveurs
distants des données traditionnellement localiséesles serveurs locaux ou sur le poste cliefiutiisateur.)

> French Report, prepared by Jean Martin in collation with Audrey Lefévre, Franck Macrez, Thierry
Maillard, Mélanie Clément and Pierre Sirinelli, wévw.alai.jp/ALAl/program/national_report/France.pdf.1.
(On considére, selon I'approche classique des psifesels, qu'il s’agit de prestations de servicesgéstion
de capacités informatiques distanjes.

8 Hungarian Report, prepared by Mihaly J. Ficsohulie assistance of P4l Tomori, Gabor Faludi, Aniké
Gyenge, Péter Mezei, Andras Szinger, Péter MunlduasiPéter Tarr, at
www.alai.jp/ALAl/program/national_report/Hungaryfpe. 1.

" |sraeli Report, prepared by Tony Greenman, at vaaijp/ALAl/program/national_report/Israel.pdf, p.



supplies his customers with technology, softward/@nstorage space that are accessible
through an Internet browser. The remote exploitatibresources and the dematerialization of
tools available to the users are therefore the rfesitures characterizing the Cloud.The
Norwegian report emphasizes the remote storage aspect the: ¢loud is generally
understood as an external data storage unit obas¢aused to provide a wide spectre of
services where data storage capacity is offereén users® The Polish report states
practically the same when it mentions the “stylé”ctoud-based services “as a style of
computing in which scalable and elastic IT-enaldadabilities are delivered as a service to
external customers using Internet technologf@ghe US report, having quoted the basic
NIST definition and another one in legal literaturencludes as follows: “we understand ‘the
Cloud’ to mean remote storage and associated ssrvaffering access, storage, and
communication of the remotely stored conteiit.”

The Croatian report rather emphasizes the resource-sharingctaggecloud computing:
“Cloud’ computing or simply the ‘Cloud’ can be dieéd as Internet-based computing that
facilitates sharing of resources, software andrinfion.”

The remote storage is also in the focus of the sdrat more detailed definition in the
Spanishreport:

From a legal point of view we could define “The @b as a group of services of the
Information Societyhat allow storage of data that the user-subscieheraccess to from any
device connected to the Internet in any given t@meé from any given place. The information is
stored permanently on Internet servers and it i¢ & temporary client caches, including
laptops, entertainment centres, etc. (in termsxpfoitation of the works, it would be a kind of
“makingj3 available” or a service that can combinerage and public communication of the
works):

TheGermanreport contains a more detailed definition too:

Cloud Computing describes data processing on devietaerconnected servers which are
accessed over a network and from which the usagmftivare and hardware is offered. The
services offered in the Cloud cannot necessarilpta&ted geographically, since their individual
components may be distributed on all servers ofGlmud. The Cloud Services are at least
partially performed at a location distant from thser. The essential characteristic which
differentiates Cloud Services from conventional wates and conventional methods of
outsourcing is the employment of several intercotegeservers: web sites can also be stored on
only one single server; IT outsourcing can invaivdy one big mainframe computér.

TheDutchreport, having quoted the basic NIST definiticates:

18 |talian Report at www.alai.jp/ALAl/program/nationaeport/ltaly.pdf, p. 1.

19 Norwegian Report at www.alai.jp/ALAl/program/naii_report/Norway.pdf, p. 1.

% polish Report, prepared by Filip Lukaszewicz urtlerdirection of Teresa Grzeszak, at
www.alai.jp/ALAl/program/national_report/Poland.pgf 1.

2L US Report, prepared by June M. Besek, Philipdzo8ngard and Idara Udofia , at
www.alai.jp/ALAl/program/national_report/UnitedS¢st pdf, p. 1.

22 Croatian Report, prepared by Romana Matanovagkdiié, lvana Kunda, Iva Kustrak and Marko Juri
Tihomir Katulic at www.alai.jp/ALAl/program/national_report/Croatpdf, p. 1.

% Spanish report, prepared by Ramén Casas, FranzERazSoria and Nerea Sanjuan, at
www.alai.jp/ALAl/program/national_report/Spain.pgf, 1.

24 German Report, prepared by Anna Gietke, at wwivjglALAl/program/national_report/Germany.pdf, p. 1
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In a more everyday use ‘The Cloud’ is defined aseasing software or other content that is
stored remotely on a network of computers (oftenttiyd parties) through the internet by
personal devices that function as terminals. The twain advantages for consumers are that
they do not need to store (a lot of) content onrtben devices and that the information is
available to them at any time or place (even ifytlaee not in the vicinity of their own
computerf?

The report adds the following remark in a footndi@ownloading and subsequently storing
software or content on the user's computer is notuded in this definition. One of the
essential characteristics of the Cloud is thatcireent remains stored in the Cloud and it is
only usedon the terminal.” This comment refers to the wapudibased systems function and
to their “virtualization” aspect.

In the Swedishreport, the definitional elements are combinedwéferences to typical forms
of cloud-based services:

“The Cloud” is normally understood to embrace d#f@ forms for worldwide accessibility via
the Internet. Hence, it may offer access to IT ueses via the Internet — such as storage, Gmail,
Facebook and Google Apps — standardized communiicdtom one person to the masses,
database answering to questions, self-servicejngcaesources and distributed/visualized
infrastructure. Cloud computing services may thaneef offer platforms for processing
programmes, computing technology and storing tiesif®

The definition in the UK report reads as follows:

“The Cloud” generally refers to a wide ranging pbkesshapes and designs. Cloud computing
broadly describes the service of providing compsterage and computing online facilities to
its users who chose to transfer processing andgedacilities to a third party established at a
different locatiort.

Use of works in and through the “Cloud

If we consider the above-outline definitions of tli&@oud” and cloud computing, it can be
seen that copyright-related cloud services had hesed even before these concepts were
defined and their use became fashionable. The omsbus examples are the internet-based
e-mail systems (Gmail, Yahoo, Hotmail, etc.) whéhe customers use the providers’
infrastructure and software applications by uplogdnessages, frequently with attachments
containing works protected by copyright, which #Hren stored in and accessed through the
providers’ system. Social networks — like Facebedakre operated in a similar manner and,
in the case of such networks, it is even more uthatl all kinds of protected materials are
attached to “posts” which then may be “shared” #act, made available in an interactive
manner — to a number of users of the network (topes of which tends to be much broader
then in the case of e-mail communication and thaesdgeyond what may still be considered
private).

% Dutch Report, prepared by Arnaut Groen, at wwizjplALAl/program/national_report/Netherlands.pgf, 1.
% Swedish Report, prepared by Jan Rosen, GunnaeKarmd Daniel Westman, at
www.alai.jp/ALAl/program/national_report/Sweden.pgf 1.

27 UK Report, prepared by Brigitte Lindner, Florianémpel, Gaetano Dimita

and Paul Torremans, at www.alai.jp/ALAl/programioaal_report/UnitedKingdom.pdf, p. 1.



“Virtual video recorders” form another categorysafrvices which, when they were launched
were not called yet cloud-based services but -espéctively — may be recognized as such.
Such services allow consumers to record televigrograms in the storage space reserved for
them in the providers’ infrastructure and then taken the system to transmit the recorded
programs be using the provider’s software. (Thiy iImaa somewhat simplistic description of
“virtual video recorders.” As it is discussed bejowthe case of some of the services referred
to as “virtual video recorders,” at least undetaiarnational laws, it may be disputed whether
truly the consumers or rather the providers perftirenwvarious acts covered by copyright.)

The following wave of business models — “cyberlaske- were established at the time when
the concept of the “Cloud” had appeared alreadythie internet-related terminology.
“Cyberlockers” (such as those offered by DropboapiShare or Megaupload) are similar to
“virtual video recorders” in the sense that pratdctvorks are included in specific storage
spaces reserved for consumers in the providergastricture and the consumers may get
access to the works by using the providers’ softwakt the same time, there are two
significant differences. First, not only televisignograms are stored in the “lockers” but
various categories of works and, second, the warksnormally uploaded by the customers.
In principle, the links to the uploaded works argosed to allow access only to the
costumer concerned and, at maximum, to the menmddehss or her family and a limited
number of closest friends (that is, who do not ifuakt as members of the public). It is well
known, however, that some of these systems areused in that way; through the links,
protected works are frequently made available éopilblic without authorization. The impact
is more or less the same as that of “file sharsyptems. (Although the impact is the same,
the chances of copyright owners to enforce thegints might be somewhat better due to the
fact that it is easier to control the limited numlzd “cyberlockers” as sources of illegal
making available of works than the decentralizeite “6haring” systems operated through
powerful PCs and laptops dispersed around the world

Apple’s iTunes-iPod system, which became the figdly successful legal channel for online
making available of music, has also extended toctlgervices; in particular as regards its
iCloud andiMatch functions. It uses proprietary DRM and proprietagvices for lawful
distribution. The iMatch function also allows upiiiag and “legalizing” illegal copies and
then using them in legalized form (in principle,thg consumers concerned).

The three big cloud provider services of Apple, &Zora and Google have been already
established in a way that they were referred talasd systems. They also use proprietary
DRM and, in close connection, produce and makelaai their own proprietary devices
(smart phones, tablets, etdnter alia, for the use of works.

These cloud giants serve for the use of differet¢gories of works of different owners of
rights. They tend to become indispensable charfoeliegal on-line use and, as a result, to
obtain monopoly position (which then, as mentioabdve, may also be misused in relation
of both their customers and of the owners of rigiaiscerned).

Owners of rights, however, may also establish tlo®in systems to operate in fuller

accordance with their legitimate interests. THgaViolet cloud-based service established by
a consortium with active participation of film prazers (see below) is a good example for
this.



THE “CLOUD” AND COPYRIGHT: THE THREE “INTERNET TREA  TIES,”
COPYRIGHT ACTS AND CASE LAW

The three WIPO “Internet Treaties” have adapteditiernational copyright norms to the
digital on-line environment. In comparison with te&isting WIPO conventions and the
TRIPS Agreement — perhaps with the exception ofrigbts of performers, and in close
connection with them, the rights of producers obmpdgrams (in the case of which the
exclusive right of (interactive) making availabtethe public may truly be characterized as a
new right) — they have not brought about real esitanof the scope of protection. What they
really mean is this: (i) clarification on how thrigting treaty provisions (in particular those
on the right of reproduction — and its corollanye tright of distribution — and on exceptions
and limitations) may be applied in the new envireni (i) a combination of the rights of
broadcasting and communication to the public ardright of distribution in a way that it
also covers the right of (interactive) making aaklé to the public; and (iii) provisions to
guarantee the applicability of technological prtitet measures and rights management
information as new means of exercising and enfgraights in the digital online environment
(rather than new rights).

The purpose of this paper does not extend to offeai detailed presentation of the “Internet
Treaties.” The first two Treaties — the WCT and ¥WPPT — have been described and
commented on in various bodksand articles, and the analysis of the third otlee-BTAP —
has also beguff. The knowledge of their basic principles and priovis may be considered
as granted among the participants in the Kyoto ACAhgress. Thus, we may simply begin
with a review of the typical acts performed in ceation with the use of works by means of
cloud computing and trying to judge which righteyaded in the “Internet Treaties” apply for
them, who are to be considered to perform thosg aod who may have direct or secondary
liability for possible infringements.

There are no specific provisions on cloud-relatets an national copyright laws. Such
provisions are not needed since the provisions®fTreaties — and of the national copyright
act that have duly implemented them — are sufftretechnology-neutral. The right of
reproduction is to be applied for any kind of raprotion “in any manner or form;” the
provisions on the right of making available to theblic has been adopted explicitly with the
intention to cover all kinds of interactive usesas neutral a manner as possible; and the
provisions on the protection of technological measwand rights management information do
not contain any technological specifications either

At the same time, there is already quite rich dageavailable concerning the use of works in
the “Cloud.” The most relevant rulings are reviewethe paper, below.

In the digital online environment — and the “Cloud’part of it — usually three kinds of acts
are relevant from the viewpoint of copyright: inglon and storage of works in electronic
memories, interactive making available to the pubbr non-interactive forms of

% 5eelorg Reinbothe — Silke von LewinskiThe WIPO Treaties 1996 — The WIPO Copyright Treaty the
WIPO Performances and Phonograms Treaty. Commeraad; Analysis Butterworth, LexisNexis, 2002;
Mihaly Ficsor: ,The Law of Copyright and the Internet — The 199@alies, their Interpretation and
Implementatioff Oxford University Press, 2002 (hereinafter: Bics- Oxford); Sam Ricketson — Jane C.
Ginsburg: International Copyright and Neighbouring Rights heTBerne Convention and Beygh®xford
University Press, 2006.

% See e.g., Mihaly Ficsor: Beijing Treaty on Audiovisual Performances (BTAFjrst assessment of the third
WIPO ’Internet Treaty” available at www.copyrightseesaw.net/archive/?Hv item=24.
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communication to the public, and getting accessetoices through downloading or reception
of streamed works (reception in domestic environnmemmally is not a qualified act under
copyright, but it may also have a relevance whehrtelogical measures are applied).

“VIRTUAL VIDEO RECORDERS” AS AN OLDER CLOUD GENERAT ION —
FIRST ANALYSIS OF CLOUD-RELATED ACTS

Cablevision: the mother (or grandmother) of clou@lated copyright cases

Three issues — two kinds of court decisiofise basic question is who performs and what
kinds of acts when a work is uploaded in the “Cloadd then downloaded or streamed on
the basis of the uploaded “cloud copy.” In thispexg, the first court decision which was
followed with very great attention and then intee$y analyzed was the one adopted in the
Cartoon Network LP v. CSC Holdings, Incor“Cablevisiori — case. It seems worthwhile
analyzing this case in a detailed manner (perhiap#)e most detailed manner among the
relevant cases) since it concerned all the basstepns regarding the copyright qualification
of the relevant acts, and it identified all the orant issues to be addressed, the possible
options, and the problems which may emerge wittagesolutions.

The report prepared by the US ALAI group in resgons the congress Questionnaire
describes the basic facts of the case as foffows

In Cartoon Network LP v. CSC Holdings, Inthe defendant, a cable television service provider
called Cablevision, offered its subscribers a sertiat the plaintiff broadcasters and producers
of audiovisual works labeled a kind of “video omdand,” and that Cablevision called remote
time-shifting.>* The service enabled end-users to select from anmogramming that
Cablevision distributed in real time (under licefisen copyright owners), and request that it be
stored andsubsequently transmitted to the users (withaulicense from copyright
owners)* Cablevision maintained on its servers what onehtmigpvision as separate “storage
boxes” for each user, so that as many copies waoeilchade of any particular program as there
were users requesting that the program be recdfledi User copies were created by splitting
the broadcast programming data into one streamtitaigy the real time transmission to
subscribers, and a second stream that would becsariuffer, where the data representing each
portion of the work would reside for some 1.2 selspnwhile it was copied and sent to the
storage boxes of any subscribers who requestedeto the programming at a later tirfe.
When a user wished to view the stored program, évahbn’s transmission would originate
from that user's personal stored cdpfhe service thus could be conceived of as a kind o
virtual VCR, with the storage occurring on Cabléuiss servers instead of at the user’s home,
and the performance of the work occurring by mezires transmission from Cablevision to the
user, instead of occurring wholly at hoffie.

It seems it was considered as granted that thefaetording broadcast programs for private
and personal purposes is fair use (in generd,riegarded as a free use — with or without the

*US Report, p3.

3L (Original note in the text quoted) 536 F.3d 12d (r. 2008).

32 (Original note in the text quoted) Twentieth CewgtEox Film Corp. v. Cablevision Sys. Corp., 478&pp.
2d 607, 612 (S.D.N.Y. 2007¢v'd in part, vacated in part sub no@artoon Network LP36 F.3d 121.

33 (Original note in the text quotett). at 615.

3 (Original note in the text quote@artoon Network, LP536 F.3d at 125.

% (Original note in the text quotedventieth Century Fox Film Corpd78 F. Supp. 2d at 615.

% (Original note in the text quote@artoon Network LP536 F.3d at 125.
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payment of an equitable remuneration — also indlasintries which do not apply the fair use
doctrine but provide a more or less exhaustive disexceptions and limitations in their
copyright acts). Similarly, it did not seem to hspaited that, if it could be accepted as a fact
that the customers make copies for their own paisand private purposes in the storage
spaces (basically for time shifting), it could alse regarded as a fair use. The plaintiffs,
however, did not agree with this kind of factuasckption.

The court had to decide three issues: (i) whethaobCablevision made unauthorized copies
in the buffer; (ii) whether or not it made unauilaed copies on its server, and (iii) whether or
not it performed acts of unauthorized public perfance when recorded programs were
transmitted to the customers to view them latethe District Court gave an affirmative
answer to all the three questions, but the Secarodii€reversed the ruling also on all them.

The author of this paper tends to agree with th&tridt Court and, with due respect, to
disagree with the Second Circuit. And he definitatyrees with Professor Jane Ginsburg’
thorough analysis of the Second Circuit decidiavhich, as a minimum, has raised what
seem to be justified doubts about the adequacgmhio aspects of the ruling. Furthermore,
in accordance with this, as regards the issueaoisitory copies, the author of this paper has
more sympathy with the Copyright Office’s DMCA Sect 104 Report than with the
Second Circuit’s findings.

Let us review the three issues mentioned above.

Buffer copy.It seems that the Second Circuit did not questian validity of the agreed
statement adopted concerning Article 1(4) of the&nd through it concerning Article 9(2)
of the Berne Convention) according to which theage of a work in an electronic memory is
also an act of reproductidiiNevertheless, on the basis of the analysis ofdfmition of
“fixation” in section 101 of the US Copyright Aat (fixation which, in turn, is a key element
of the definition of “copies” — and, thus, impligitalso “reproduction”) it still rejected
qualifying what appeared in the buffer as a “copy.”

In section 2 of the US Copyright Act, the decisifilst sentencé’ of the definition of
“fixation” reads as follows:

A work is “fixed” in a tangible medium of expressiavhen its embodiment in a copy or
phonorecord, by or under the authority of the aytl® sufficiently permanent or stable to
permit it to be perceived, reproduced, or othervasmmunicated for a period of more than
transitory duration.

The court interpreted the definition in this way:

37 Jane C. Ginsburg:Recent Developments in US Copyright Law — Par€dse law: Exclusive Rights on the
Ebb?, Colombia Public Law Research Paper No. 08-192¢dinber 2008; published in January 2008 in the
Revue Internationale du Droit d’Auteuavailable on the website of the Social ScienceeBech Network at
www.papers.ssrn.com/sol3/papers.cfm?absracts_ids2I/&0(hereinafter: Ginsburg).

**Available at www.copyright.gov/reports/studies/diisea-104-report-vol-1.pdf.

39 Agreed statement concerning Article 1(4) of the W¢The reproduction right, as set out in Article Stioé
Berne Convention, and the exceptions permittecetieter, fully apply in the digital environment,particular

to the use of works in digital form. It is undemstiothat the storage of a protected work in digitein in an
electronic medium constitutes a reproduction withim meaning of Article 9 of the Berne Convention

“° The second sentence reads as follows: ,A work isting of sounds, images, or both, that are being
transmitted, is ‘fixed’ for purposes of this titiea fixation of the work is being made simultansbyuwith its
transmission.”
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[T]he work must be embodied in a medium, i.e., plaoe a medium such that it can be
perceived, reproduced, etc., from that medium (#mebodiment requirement”), and it must
remain thus embodied “for a period of more thanmnditery duration” (the “duration
requirement”). Unless both requirements are metwibrk is not “fixed” in the buffer, and, as a
resul}i the buffer data is not a “copy” of the amsgj work whose data is buffered (536 F.3d at
127).

On the basis of this interpretation, the court fbuhat although the buffer embodied the
works, the 1.2 second duration of the embodimerd t@a transitory to correspond to the
“duration” criterion.

It is to be noted that the court, rightly enougiaokt it as granted that the embodiment of works
in an electronic medium corresponds to the conaafptsopy” and “fixation.” As mentioned
above, this is in due accordance with the agrestérsent adopted concerning Article 1(4) of
the WCT.

It seems, however, that the court’s findings cantacontradiction concerning the concept of
sufficient stability of embodiments of works.

In the view of the author of this paper, the kesne¢ént of the definition of “fixation” is this
part: “embodiment... sufficiently permanent or stable tonget to be perceived, reproduced,
or otherwise communicatédt was not disputed by the parties or by thertdhat the buffer
copy was sufficiently stable to serve as a basis@ibbsequent reproduction on the server. In
this respect, it may be worthwhile quoting the WIBQide on the issue of the duration of
copies from the viewpoint of the concept of therogjpiction:

CT-1.44. The delegations which, at the diplomatinference, opposed the second sentence of
the agreed statement concerning storage of wor&keatronic memories raised some arguments
which did not relate to storage in general but adalgome kinds of temporary forms of storage,
such as some technologically indispensable, bubm the viewpoint of the exploitation of the
works concerned and the legitimate interests ofeya/iof rights — completely irrelevant forms
of temporary reproductions taking place duringagasmission in interactive digital networks or
incidentally to an authorized use of the work. ifhdea was that “too temporary,” “too
transient” reproductions must not be recognizedeasoduction. This, however, would have
been in conflict with Article 9 of the Berne Conwem under which the duration of the fixation
(including the storage in an electronic memory) kether it is permanent or temporary — is
irrelevant (as long asn the basis of the [new] fixatiothe work may be perceived, reproduced
or communicated}:

It does not seem to be appropriate to try to dettieeconcepts of “copy” and “reproduction”
on the basis of the duration of the embodiment &sged in a certain number of hours,
minutes or seconds and to consider that, if thater is one hour, one minute or one second
less, it is not a copy and not an act of reproduncéinymore. A functional definition may only
be adequate, based on those criteria which argargldor the exploitation of works. It is
submitted that, if the embodiment of a work is mightly stable for allowing it to be
“perceived, reproduced, or otherwise communicatidfiould be regarded as a copy.

“l See US Report, p. 4.

2 Mihaly Ficsor: Guide to the Copyright and Related Rights Treatidministered by WIPO and Glossary of
Copyright and Related Rights Terfh$VIPO publication No. 891 (E), 2003, (hereinaft®¥IPO Guide and
Glossary), p. 195.
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Prof. Ginsburg outlined, in the following way, theasons for which apparently the Second
Circuit had erred:

Despite its insistence that the Copyright Officad ahe plaintiffs were “read[ing] the
‘transitory duration’ language out of the statutd® Second Circuit may in fact have been
reading “transitory duration” into the wrong paftthe definition of fixation. Recall the
definition: “A work is ‘fixed’ in a tangible mediurnf expression when its embodiment in a
copy or a phonorecord, by or under the authoritthefauthor, is sufficiently permanent or
stable to permit it to be perceived, reproducedytherwise communicated for a period of
more than transitory duration.” The Second Cirhas equated the “it” in “sufficiently
permanent or stable to permit it to be perceived’.with the work’s “embodiment in a
copy.” Hence the court’s inquiry whether the embuelnt lasts for a period of more than
transitory duration. But this construction is dulsdoth grammatically and as a matter of
common sense. Grammatically, the “it” refers to ‘therk,” not the “embodiment.” [...]
Substantively, substituting “embodiment” for “it’auld mean that thembodimentvould

be “perceived, reproduced, or otherwise communitatut the embodiment — that is, the
“tangible medium of expression” — is not what theewu“perceives.” Indeed, for digital
storage media, particularly those internal to a poter, the user will never see the
“embodiment,” but the embodiment will enable therus see thevork, albeit “with the aid

of a machine or device.” By the same token, indiggtal context, the “embodiment” is not
“otherwise communicated,” because the communicatdhproduce new embodiments;
the work contained in those embodiments is whatdsmmunicated .

She also reviewed the records of the legislativatohy of the definition of “copy” and
“fixation” and other copyright-related legislatidevelopments in which she had not found
sufficient justification for the Second Circuit'sogition, but much more for the Copyright
Office’s DMCA Section 104 Repoff,and then she added:

Rather than seeking the correct characterizatigheofransient copy, it might make more sense
to reassess whether the activity which the tramsiepies make possible is in fact infringing. In
Cablevision for example, the characterization of the buffepies that Cablevision made
becomes important because the court — probablyriectty — determined that Cablevision did
not make the copies that served as the sourcesdintle-shifted transmissions, and furthermore
— and equally dubiously — held that those transonsswere not public performances. That said,
policy reasons may counsel concentrating on thernmtdiate copy when the end use can
plausibly claim to be non-infringing. Where a comoi@ exploitation is at issue, if the
intermediate copy is deemed too transient to trigigéility of its own accord, then one may
anticipate an inclination to find an infringing attthe end of the chain. But if the end user is an

3 Ginsburg, p. 9 (note left out).

“ For the Report, see note 38, above; for the aisalgse Ginsburg p. 13: “The Copyright Office’s gestion
that economic significance could supply the divigime between copies within and outside the soufpthe
exclusive right of reproduction not only avoids thetaphysical quandary of determining the tempioogitiers
of a ‘reproduction;’ it also offers a reason forckxling some ‘purely evanescent or transient reypectidns’;
they do not undermine the author’s exercise ofdxetusive rights.[...] If, by contrast, transient reguctions
do have value, but are neither subsumed withimptitgic performance right nor trigger the reproduotright,
then ruling these copies outside the scope of égiplyeffectively attributes to Congress an intemtcteate a
two-track system, in which authors would controlrkeas for fixed copies and for public performancesl
displays of protected works, but in which third g could exploit whatever reproduction markeesytbould
develop for ‘unfixed’ copies of those works.464dtrot likely that Congress would have anticipatechsmarkets,
and even less apparent what policies such a catistnuvould advance. Instead, where unauthorizaxstent
copies do compromise the exercise of exclusivetsigas inCablevision), it would follow that these copies
constitute actionable ‘reproductions.™
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individual consumer rather than a commercial entitg may sense some discomfort labeling
her acts as infringement, particularly if she dtiemm at home. Yet we also recognize that
copyright markets are increasingly consumer-engblih may be desirable to alleviate the

ensuing pressure on the copyright system by fogusinthe burgeoning businesses that transit
copyrighted works to consumée¥s.

This is probably so. At the same time, it is alsggible to deem an intermediate reproduction
in a buffer copy as an indispensable step — witlaoytindependent economic significance —
to perform an act which is the really relevant énoen the viewpoint of the exploitation of a
work. One may say that, if the relevant act isflawit may justify exempting the temporary
act from the application of the right of reprodoatias under Article 5(1) of the EU
Information Society (Copyright) Directi®or providing for an exception in another form (on
the basis of the fair use doctrine or tteeminimisprinciple). However, Prof. Ginsburg seems
to be right. Although the exemption of such annmiediary copy may be justified where it is
made for the use of the same private person asnevho performs the act of reproduction,
it is not necessarily the case where it is madarmnther person; in particular if it is part of
that other person’s profit-oriented activity. As mtiened above, the second issue to be
addressed in th€ablevisioncase was exactly the question of who made the pemaanent
copies in the individual storage spaces reservethéocustomers.

More permanent copies made on server storage spieess not disputed in the case that, in
addition to — and as a result of — the buffer cepraore permanent copies were made on
Cablevision’s servers. The real issue was who mthdse copies: Cablevision or its
customers? The Second Circuit found that the custermade the copies because copying
was performed by means of a fully automated systed) thus, not the Cablevision’s but the
customers’ acts had the “volitional” nature of adiy making the copie¥’ To justify this
finding, the court referred by analogy to differevays of making copies in copy shops and
time-shifting in “traditional” video recorders (VGR

As regards copy shops, the court was of the view tte Cablevision system was similar to
the case where a copying machine is just madeadlaito the members to the public who
then make copies, rather than where the owner ptay®r of a copy shop makes copies at
the request of the customers. In the latter case,cbpy shop operators may be direct
infringers while, in the former case, the consunperdorm the acts covered by copyright and,
thus, the copy shop at most might only have coutoity liability. The court also likened the
Cablevision system to a virtual video recorder Wwhi@s just made available to the customers
to operate them from their home.

Prof. Ginsburg did not seem to be impressed bytiadogies presented by the Second Circuit
and she questioned even the basic principle thaitimn” concerning the creation of copies

“5 Ginsburg, p. 13.

“% Directive 2001/29/EC of the European Parliamext af the Council of 22 May 2001 on the harmoniatf

certain aspects of copyright and related rightstha information society. Article 5(1) reads as dols:

“Temporary acts of reproduction referred to in &lgi 2, which are transient or incidental [and] ategral and
essential part of a technological process and whokeepurpose is to enable:

(a) a transmission in a network between third pary an intermediary, or

(b) a lawful use

of a work or other subject-matter to be made, ahéthvhave no independent economic significancel] flea
exempted from the reproduction right provided foArticle 2.”

" (Note in Ginsburg) 48 536 F.3d at 131.
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of concrete works is an indispensable element mingement of the right of reproduction.
She drew attention to the weak points of the cedimidings in this way:

The court’'s principal authority for a volition reigegment, Religious Technology Center v.
Netcom On-Line Communications Servjégsoncerned a “mere conduit” online service
provider, who simply conveyed copies of works frome subscriber to another. By contrast,
Cablevision’s own transmissions are gwurceof the copies the subscribers request. Second,
the copy shop analogy does not track the condudssate nor convey the extent of the
entrepreneur’s volition: one would have to imagimeopy shop engaged in a remote printing
operation, in which the customer would select ftbmworks in the copy shop’s inventory, and
then transmit a request to print out the documting;copy shop in turn would automatically
print out the document, charge the customer’s ad¢@und store the printout for the customer’s
pick-up® In this scheme, the entrepreneur arguably has digmated volition that any of its
inventory be copied, even if it cannot be showrt trey particular work be the object of any
particular customer’s request at any particulaefitn

Prof. Ginsburg was of the view that a documentveeyi service could have been a more
pertinent analogy. She drew attention to the faat, tsimilarly to Cablevision, services such
as Lexis “sell[] access to a system that automistigaoduces copies on commant,and
added: “But, inNew York Times v Tasijrfithe Supreme Court appears to have assumed that,
when a customer requests a particular article west published in the New York Times,
Lexis, not the customer (or at least, not only do@msumer), creates that copy from its
database containing the full contents of the ctillecwork.”® Then she quoted tHEasini
court stating that “[tjhe Electronic Publishers [arg not merely selling ‘equipment’; they are
selling copies of the Articles* and pointed out as follows:

Although the court did not spell out “selling copithat they madeof the Articles,” the
specification is implicit and follows from the Cd'gr earlier determination that Lexis was
reproducing and distributing the freelance joustali articles. The court thus did not
conceptualize Lexis’ activities as selling its cumsers access to Lexis’ automated retrieval
system in order that the customers might make sopieplaintiffs’ articles for themselves —
even though the customer’s computer, on receipthef communication from Lexis, is
embodying a copy in its temporary memory, so tlehapsboth Lexis and the customer are
reproducing the work. (In Cablevision’s system, dpntrast, the copy is embodied on the
servers of Cablevision.) Moreover, Lexis was “sgjlicopies” of articles whose automatic
generation would, under the Second Circuit's ans|yisave deprived Lexis of the requisite
“volition” as to the identity of each article sottl.

The Second Circuit finally chose “traditional” vimleéecorders as an analogy, and based its
decision on a non-litigated implied understandihgtt if a consumer is deemed to make
copies on Cablevision servers for subsequent valrfer viewing them, it is a kind of “time
shifting,” and as such, on the basis of the findimgade inSony similarly to recording
programs on traditional video recorders, it is @moinfringing act.

“8 (Note in Ginsburg) 907 F. Supp. 1361 (N.D. Cab3)9

“9 (Note in Ginsburg) Thanks to Prof. Tony Reeselits analogy.

*0 Ginsburg, p 15.

*1 (Note in Ginsburg) 536 F.3d at 132.

2 (Note in Ginsburgb33 U.S. 483 (2001).

3 Ginsburg, p. 16.

i: Id. (Note in Ginsburg) Id. at 504 (meaniBg3 U.S. 483 (2001) at 504)
Id.
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However, on the basis of the analysis presentedeabibseems doubtful whether truly the
customers make the copies. Reproduction on theigeods server — even if in separate
storage spaces — may better be characterized afirshelement of a double-on-demand
service. At the first demand of a customer, thevigler's automated system makes a copy of a
work. The copy resides on the provider’'s servar the “Cloud” — and, at another demand of
the consumer, the work is transmitted to the comsuor viewing.

This description of the second on-demand elemedicates, as a minimum, a strong
similarity to the acts of (on demand) making aua#ato the public covered by an exclusive
right of authorization under Article 8 of the WCHAticles 10 and 14 of the WPPT and
Article 10 of the BTAP. It is true that only thoseembers of the public may get access to the
work at a time (and, depending on the specific etspiethe system, from a place) individually
chosen by them who previously have also used teedn-demand element of the system —
butall of themmay do. It may hardly be denied that this kinadnatking available is a service
of the provider and, as part of its business maaekofit-making activity. This is so, even if,
from the viewpoint of the end users, the benefitanf the system are similar to fixing
programs on “traditional” video recorders. The odifference between an act of “typical”
on-demand making available and the way works ardenaailable through a Cablevision-
type service — in both cases, through automataeémsgsnormally without any specific human
intervention — is that, in the latter case, as mamyies are recorded and made available for
on-demand viewing as the number of members of th®#iQwhich have used the first on-
demand element of the service. The real impact ftoenviewpoint of the exploitation of
works recorded and made available would not diffea substantial manner if the provider
simply made one copy on its server and made itablai for viewing to any consumers who
want to view it.

However, as it is described in the following paeagrs, the Second Circuit found that, when
an on-demand transmission takes place from theeisspace to a consumer, it is a private
communication (or private “performance”). As mengd above, the author of this paper is of
the view that this finding may not be necessaribllsounded, and, in this respect too, he
shares the doubts expressed by Prof. Ginsburg iartadysis.

Transmissions from server spaces to custom&ssmentioned above, the Second Circuit
found that, when the copies made on Cablevisioefsess are transmitted at a customers’
demand through an automated system, no “publiopegnce” takes place.

It is to be noted that, from the viewpoint of thetegories under the US Copyright Act, the
expression “public performance” may be regarded &hort-hand” reference to the category
defined in section 101 as “to perform or displayak ‘publicly’ in the following way:

To perform or display a work “publicly” means—

(1) to perform or display it at a place open to public or at any place where a substantial
number of personsutside of a normal circle of a family and its sdcacquaintancess
gathered; or

(2) to transmit or otherwise communicate a performaocealisplay of the work to a place
specified by clause (1) or to the publity means of any device or process)ether the
members of the public capable of receiving thequernce or display receive it in the same
place or in separate places and at the same tina different times(Emphasis added.)

As it can be seen, this concept of public perforceaalso extends to communication to the
public in accordance with the concept of such druader Article 8 of the WCT, Articles 10

17



and 14 of the WPPT and Article 10 of the BTAP, ae#gms to be a suitable basis for the
implementation of the provisions of the Treatiesoahs regards the acts of (interactive)
making available to the public. (The provisions tbe Copyright Act on the right of
distribution may be the other means of implemeotain accordance with the “umbrella
solution™® adopted at the 1996 WIPO Diplomatic Conferencee ffoblems created in this
respect by the case law are discussed briefly below

It is submitted that, if one reaches the concludioat the court’s finding regarding the
“private” nature of the transmissions between Odbien’s servers and the costumer is not
correct, and that, therefore, “communication to public’ takes place, then, due to the
interactive, on-demand nature of the communicatonact of making available takes place as
provided in the three WIPO “Internet Treaties.” fdhare sufficient reasons to reach such a
conclusion. Prof. Ginsburg seemed to agree wit; i least, certainly as far as the public
nature of the communication was concerned. Sheewatwout this in her article in the
following manner:

The court’s parsing of the text of the Copyrightt Acpeculiar if not perverse. The key phrase
in the definition is “to the public.” “The publich the case of a television transmission is the
intended audience, or, in the case of a cableerthe subscribers. The phrase “members of
the public capable of receiving the performanceiasintended taarrow the universe of “the
public.” On the contrary, its role is to clarifyaha transmission is still “to the public” everitff
receipt is individualized.[...] The “members of thebtic capable of receiving the performance”
do not stop being “members of the public” just hessathey are “capable of receiving the
performance” one at a time. By the same tokermadtukl not matter whether “the performance”
originates from a single source copy repeatedlystratted to individual members of the public
“in different places at different times,”[...] or fno multiple copies each corresponding to a
particular place and/or tinté.

It is another matter that, as Prof. Ginsburg pairdat in her study, under the US case law,
doubts have emerged on the applicability of thhtraf making available to the public on the
basis of the right of distribution. It would go lweyd the topic of this paper to analyze these
specific problems in the US law. The author of fhégper must be satisfied with the remark
that he agrees with Prof. Ginsburg’s legal analysisch outlined the possibility of an
interpretation of the provisions of the US Copytigitt concerning the concept and right of
distribution on the basis of which, in accordanddwhe WIPO “Internet Treaties,” the right
of making available could be recognized and applied

Post-Cablevision case law in the UBhe US response to the congress Questionnaire,aafte
brief description of the Cablevision case, offershart review of the case law which was
regarded a sort of follow-up to the Cablevisiongoment. The cases listed concern different
cloud-based business methods and mainly others“thidnal video recorder” services (the
relevant rulings are dealt with below under oth#ed of this paper), but one of the cases
mentioned in the report concerned the same kirsgtfice.

It was theABC, Inc. v. AEREO, In€ case in which the District Court ruled ti@ablevision
compelled a finding that the defendant’s serviaamverting live over-the-air broadcasts into
individualized Internet streams without authoriaati did not “publicly” perform the
broadcasters’ works. (Aereo’s service allows a subesr to connect to a small antenna

% See WIPO Guide and Glossary, pp. 209-210.
" Ginsburg, p. 28 (notes left out.)
%8 (Note in the US Report) No. 12 CIV. 1540 AJN, 2042 2848158 (S.D.N.Y. July 11, 2012).
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located at Aereo’s data center to receive broadedesvision signals, to convert and store
them in personalized files and then, at the subscs request, to pass the digital broadcast
stream to the subscrib@).

“Anti-Cablevision” developments in other countriestess shadow, more sunshine for
owners of copyright

Germany.On April 22, 2009, the German Federal Court of idas{Bundesgerichtshof
(BGH)) adopted its “Internet Video Recorder” ruling whiconcerned three caS&ketween
German broadcasters RTL and SAT1 and two “virtudée recorder” services: Shift.tv and
Save.tv

The defendant companies allowed the recording obwa television programs, including
those of the plaintiffs, on personal storage spaessrved for their customers. The customers
were able to get access to the recordings at argyand from any place chosen by them. The
actual technical details, however, had not beefficgertly clarified by the lower courts.
Therefore, the BGH remanded the cases by deterghiwimat criteria should be taken into
account to decide on the possible liability of pmeviders of these services.

The first issue was who, in fact, performs the a€tseproduction in a case where the service
operates the reproduction and storage facilitied t#we customers initiate the copying of
works on their storage spaces. The BGH held tleaperson performing the act of copying is
the one who triggers it, even if he or she doedwaneans of technical facilities made
available by the provider but that it depends andbncrete technical aspects of the system
who may be deemed to be the direct infringer ire@dsunauthorized copying.

The “virtual video recorder” providers argued thsifice their customers do not pay any fee
for copying and retrieving the contents involvedtide 53(1) of the German Copyright Act
applies (which allows making single copies on biebabthers for private purposes provided
that it is done without a payment). The BGH disadrand held that, where the service
providers’ objective is to gain, at least, indirpebfit, their services are “made for payment.”
The court pointed out that it is irrelevant thae tustomers do not pay fees when the service
providers may gain profit for the activity througbther channels; in particular for
advertisements placed on their websites (due tadhaber of visitors of the site as a result of
the free-of-charge nature of the services). Thagegards the question of direct liability for
possible infringements of the right of reproductitthe BGH adopted an “if... then...” type
ruling.

As regards the right of communication to the puybllee BGH found that it is infringed
(unless the service providers obtain a licensettier relevant acts) even if the customers
trigger the transmissions from their storage spaties court held so in view of the fact that a
sufficient number of customers were involved whiotly qualified as members of the public.

It seems, however, that the guidance offered byBtaEel has not been sufficient to establish a
completely harmonized practice in Germany concerfwirtual video recorder” services.

9 US report, p. 5.
®BGH, Nos. | ZR 215/06; | ZR 216/06; | ZR 175/07Agril 22, 2009.
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The report prepared by the German ALAI Group irpoese to the congress Questionrfaire
refers to another court decision adopted Baae.tvwcase (as discussed below it was not the
only one that concerned Save.tv) by the Higher &wji Court (OLG) of Dresd&hwhich
dealt with the question of application of the righitmaking available to the public. The court
adopted a narrow interpretation based on the asabyghe technical processes involved. It
argued that the works recorded in the virtual videmmording system had not been offered to
the public out of Save.tv's sphere of access. Terg recorded in the users’ private storage
spaces and, when they were within the sphere @&saaaf Save.tv, they were not provided to
the public but were retrieved by the individual ngseThe court was of the somewhat
surprising view that it was irrelevant that thetonsers of Save.tv together might constitute a
“public”. Thus, it dismissed the claim that Saveltad infringed the right of making available
to the public. At the same time, it found that Sawéad infringed the broadcasters’ rights
since the broadcast signals had been transferrédetdvirtual video recorders” of several
clients who were not connected personally and tberejualified as a “public.”

The German report concludes the description ot#se in this way: “the court held that the
works were rendered accessible to the public irsémse of 88 20, 87 | No. 1 Alt. 1 UrhG and
thus the right of broadcasting had been infringddnce the ‘narrower’ interpretation of
‘public’ in § 19a UrhG was somehow ‘compensatedtliog broader interpretation of public in
§ 20 UrhG.*

On August 13, 2012, the Munich District Court Uafdgericht(LG) Munchen ) in the
ProSiebenSat.v.Savedase found also in favor of the plainfiffThe court ruled that Save.tv
had infringed the broadcaster’s rights by usingpitsgrams to record and retransmit them
without authorization. The ruling was in accordandth an earlier decision of the Higher
Regional Court of Munich@berlandesgericht (OLG) Munchewhich had found in favor of
a broadcasting company in th&TL Television GmbH v. Savetase on November 18,
2010°%° Previously, RTL had obtained a temporary injusrttiagainst Save.tv from the
Munich District Court | for the infringement of theproduction and retransmission rights
under Articles 87 and 20 of the Copyright Act. TBEG upheld the decision with reference
to the above-mentioned ruling of the BGH and pridatb Save.tv from allowing the use of
RTL broadcasts in its virtual video recorder sesvic

Hungary. The Hungarian Copyright Experts Council, in itsi@#l opinion No. 31/2007, in
the year following the BGH ruling adopted a similagal position as the German courts on
the issue of recording television programs on UOdttpersonal video recorders” offered by
service providers — on storage spaces reservets @eivers — at their customers’ digitally
transmitted demand and then making the copiesailailto the customers for viewing the
programs, again at their digitally transmitted dacha

Australia. The Australian “virtual video recorder” case haskeb launched by the National
Rugby League (NRL), the Australian Football Leagi#d-L) and Telstra Corporation

®1 German Report, p. 8.

%2 Referred to in the German report as OLG DresdeviRM2011, 413, 418.
%3 German Report, p. 32.

LG Miinchen I, No. 7 O 26557/11 of August 13, 2012.

% OLG Miinchen No. 29 U 3792/10 of 18 November, 2010
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(“Telstra™) against Optus and its parent compamg&l Optus in respect of its Optus’ “TV
Now” service.

The subscription service allowed customers to kcbee-to-air television programs
(including AFL and NRL games) on Optus’ servers galy them back on any of four
compatible devices: PCs, Apple devices, Androidiaessand 3G mobile devices. At issue
were copies of free-to-air broadcasts of live aiohdd AFL and NRL football games
recorded by Optus customers using the TV Now servitwas alleged by NRL and AFL, as
the owners of copyright in the broadcasts, andtielas the exclusive licensee of internet
and mobile telephony rights, that the TV Now sesvidringed their copyright.

First, on February 1, 2012, a single judge of tleeldfal Court found in favor of Opfiis
adopting the position that the acts of reproductiare performed by the customers of the
service rather than by Optus, and that those agts fiee as private copying for time-shifting
purpose under section 111 of the Australian CopyiAgt.

On April 27, 2012, the Full Federal Court reversied decisiof’ and found in favor of the
appellants.

The Full Court held that Optus had made the come®)ptus and the customers had made
them together (without expressing definitive viears the two possibilities). It pointed out
that the act “making” is a basic concept of the @mit Act and that it should be understood
in accordance with its ordinary meaning of makimamething. Although the customers
initiated the automated process, it was Optus whftdcted the reproduction. The court also
considered it as a relevant fact that the copie® Wwept under the control of Optus and the
subscribers’ subsequent use took place on that.basi

As regards section 111 of the Copyright Act coniceymprivate copying, the court found that
there is nothing in the language of the sectionctviwould suggest that it could be applied
also for commercial reproduction at the requeshembers of the public.

FURTHER RETROSPECTIVE DISCOVERIES IN THE “CLOUD:”
E-MAIL SERVICES, SOCIAL NETWORKS, UGC PLATFORMS

Cloudy hosting services and services with hostinghe “Cloud”

As analyzed above, the operation of “virtual videocorders” — although, at the beginning,

this expression was not used for them — corresptmtise concept of cloud computing. The

courts in the legal disputes concerning such seswcalthough not necessarily in an optimal
way — have dealt with certain issues that emerge ial the case of many other cloud-based
systems, such as cyberlockers and cloud-based camaireervices.

912012] FCA 34 (1 February 2012).
712012] FCAFC 59 (27 April 2012)
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However, before we turn to the latter categoryuwlyffledged cloud services, let us review
the copyright implications of some other “older’sesms which, similarly to “virtual video
recorders,” began functioning before the concematbn of the “Cloud.” Among these
“older” services, we may be found, for example, @rsystems (such as Yahoo! Mail, Gmail,
etc.) social networks (Facebook, Twitter, etc.) amkr-generated-content” (UGC) platforms
(such as YouTube, Flickr, etc.).

These services are operated in what we call nowGlaid,” since the materials uploaded by
their customers are stored on the providers’ serwenere they may be accessed from
anywhere through internet connection. They diffent “virtual video recorders” — the other
typical category of “pre-cloud-era” cloud-basedvems discussed above — in various aspects.
“Virtual video recorders” serve basically for magfircopies of television programs and
hosting them for subsequent retrieval. In the @s®ail services, social networks and UGC
platforms, uploading works and then making thenilabke to a narrower, broader or even an
unlimited scope of people (qualifying already asnhers of the public) are normal functions.
This is somewhat less typical in the case of neetlae-mail services; it is a more frequent
phenomenon as regards social networks, and it it® gufundamental function of UGC
platforms.

Where a customer sends an e-mail to people whatbealong to the members of his or her
family and his or her closest acquaintances (and Who qualify as members of the public)
and attaches to it a copy of a work, or does theesia the case of his or her Facebook “post”
or his “tweet,” it is an act of making availablettee public. The same is true when someone
uploads a work on the YouTube.

Liability for infringements

Direct (primary) and secondary liability~or the infringements of rights through such dlou
based systems, normally those customers have ¢iméctary) liability who upload and, thus,
make available works to the public without authatian. In principle, it is possible to apply
remedies and sanctions directly against them. Hewew practice, this seems to be as
difficult as in the case of p2p “file sharing” sgsts (about which very rich — and, from the
viewpoint of owners of rights, not quite favorableexperience is available). The chance for
stepping up against major or repeat infringers igmbetter if it takes place on the basis of
the obligations of the operators of such systemasid-of their secondary liability if they do
not respect their obligations.

Secondary liability of cloud providers is a separapic of this congress. This paper is mainly
supposed to deal with the issue of how the WIPQ@ethet Treaties” may be applied in the
cloud environment. These Treaties — as the intemmatcopyright norms in general — do not
address the question of secondary liability. Thevldedge of a huge body of statutory and
case law is needed for judging such issues appitepyi therefor, this is usually left to
national legislation and jurisprudence.

Nevertheless, it is inevitable that this paper alseiew those cases where the issue of
secondary liability has emerged, at least for teasons. First, because secondary liability
only applies where there is underlining directilio(and in this respect, the applicability of

the rights provided by the WIPO “Internet Treatiés'televant). Second, because, as it may
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be seen below in connection with certain court afieere are borderline questions as to
whether a cloud provider has only secondary ligbdr it is directly liable.

“Safe harbors” for hosting providersThe limits and conditions of liability of hosting
providers — along with other internet service pdevs (or, as the EU rules refer to them,
“information service providers”) — for illegal acté& general, or copyright infringements in
particular, committed by their customers is regdatow in many countries. The rules in the
US Copyright Act and the EU E-Commerce Directian the conditions of limitations of the
liability of service providers (“safe harbors”) agaite similar. It seems worthwhile reviewing
these norms because the principles on which theybased seem to be valid also in other
countries.

Section 512 of the US Copyright Act differentiabegween four kinds of activities of service
providers: (a) transitory digital network commurioas (“mere conduit” function), (b)
system caching, (c) hosting information posted &grsiin their systems or networks; and (d)
providing information location tools that may ditesers to infringing material. Articles 12
to 15 of the EU Directive cover the first threeegfiries, but not the last one. This means that
the rules on possible “safe harbor” for hostingvymters — which are the most relevant ones
from the viewpoint of the topic of this paper — nta/ found in both sets of provisiéisnd
they, as mentioned above, in substance are quiitasi

The US rules in section 512(c) may be summed upisnway. A service provider is not liable
for monetary relief — but, in the cases determineslibsection (j), it is liable for injunctions —
for infringement of copyright by reason of the sige at the direction of a user of material
that resides on a system or network controlledparated by or for the service provider if it

- does not have actual knowledge that the materianoactivity using the material on the
system or network is infringing;

- in the absence of such actual knowledge, is wair@ of facts or circumstances from which
infringing activity is apparent;

- upon obtaining such knowledge or awareness, expeditiously to remove, or disable
access to, the material,

- does not receive financial benefit directly &titiable to the infringing activity in a case
where has the right and ability to control suchvétgt and

- upon notification of claimed infringement — incacdance with the rules of a notice-and-
take down procedure regulated in subsection (cx®) (3) — responds expeditiously to
remove, or disable access to, the material thelaisned to be infringing or to be the subject
of infringing activity.

The EU rules are simpler. Under Article 14(1) oé thU Directive, where an information
society service consists of storage of informatoovided by a recipient of the service, the
EU Member States must ensure that the service ggovs not liable for the information
stored at the request of a recipient of the servicke provider

- does not have actual knowledge of illegal agtiait information and, as regards claims for
damages, is not aware of facts or circumstances Wwhich the illegal activity or information
is apparent; or

- upon obtaining such knowledge or awareness, eqieditiously to remove or to disable
access to the information.

® Directive 2000/31/EC of the European Parliament ahthe Council of 8 June 2000 on certain legaleasp
of information society services, in particular éleaic commerce, in the Internal Market.
%9 Section 512(c) of the US Copyright Act and Artidi of the EU Directive.
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Under paragraph (2) of Article 14 of the Directithese provisions do not apply when the
recipient of a service is acting under the autliaitthe control of the provider. Paragraph (3)
adds that the provisions of the article do notaftee possibility for a court or administrative
authority, in accordance with the Member Stategallesystems, of requiring the service
provider to terminate or prevent an infringemeimt; affect the possibility for Member States
of establishing procedures governing the removaligabling of access to the information.

The most visible difference between the US andBUeregulations is that the EU Directive
does not provide for a specific notice-and-take mewstem (but only refers to the possibility
of apply such a system). This is partly due to fhet that the US norms only apply to
copyright infringements, while the EU provisions/ba “horizontal” application to cover all
kinds of violations of law® However, this is not an obstacle to Member Statéstroduce a
notice-and-take down system specifically for coglgtiinfringement. As the Hungarian report
presented in response to the congress Questiomnainéons it.* in Hungary, the Electronic
Commerce ACf implementing the EU E-Commerce Directive providessuch a system,
and it functions with succe$s.

Both legislations exempt service providers fromegahobligation to actively monitor their
services in order to identify and eliminate infiimg materials. In the EU Directive, Article
15(1) provides that “Member States shall not imp@g®neral obligation on providers, when
providing the services covered by Articles 12, b8 44, to monitor the information which
they transmit or store, nor a general obligatiotivaty to seek facts or circumstances
indicating illegal activity.” In the US Copyright &, section 512(m) states that the “safe
harbor” limitation on liability does not depend nservice provider monitoring its service or
affirmatively seeking facts indicating infringingtavity, except to the extent consistent with a
standard technical measure complying with the giows of this subsection.” However, it is
important to note that, under sections 512(c)(1 @A) 512(d)(1), service providers do have a
duty to respond to “red flags” that make infringermapparent to a reasonable person. Where
a website permits links to sites identified as & or “bootleg,” some courts — such in the
Capitol Records, Inc. v. MP3tunes, Lk@sé” - rightly enough, find that the service provider
is no longer protected by the section 512 safe drappovisions. (However, there are also
cases where the courts may qualify even some d=kflags as acceptably light pink. For
example, inPerfect 10, Inc. v. CCBIll LLCase, the court did not see any red flag popped up,
although  services were provided to such sources ‘adegal.net” and
“stolencelebritypics.com.” The court tried to jdgtthe decision — not in quite a persuasive

“While copyright infringements, in the overwhelminmjority of cases, may be relatively easily idféed, in

the case of certain other violations of law — sastdefamation, libel, instigating racist hatred;npgraphy, etc.
— this is not the case.

" Hungarian Report, pp. 4-6.

2 Act CVIII of 2001.

3 As the Hungarian Report describes it, it is maitpArt — an anti-piracy alliance of Hungarian origations
representing owners of copyright and related rightshich delivers a number of notices. The statdtdata
received from ProArt on the last two years offex thllowing picture:

The total number of the notices sent in 2010 is 949

The total number of removed cyberlocker links i1@Q@s 156334.

The total number of the notices sent in 2011 is 766

The total number of removed cyberlocker links i1 2@s 183859.

Providers do co-operate and fulfill their take-dosiligations. No counter-notice has been presented.

" Capitol Records, Inc. v. MP3tunes, LL&1 F. Supp. 2d 627, 643-44 (S.D.N.Y. 2011).
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manner — by explaining that such terms are notssee#y a reference to illegal activity, since
they may also be used “to increase app€al.”

Court cases — how much, and for what purposes, tsharbors” should be safe?

Key “interoperable” cases in the US: YouTube, Ve6buTube, VeohThe courts in the US
and elsewhere have had to deal recently with thees of the most typical group of the
above-mentioned category of “retrospectively” disred cloud-based systems; namely, with
“user-generated-content” (UGC) platforms. They se¢erdeserve as detailed analysis as the
Cablevisioncase in respect to “virtual video recorders.”

YouTube (now owned by Google) is a well-known —gibly the most well-known — UGC
platform. By now, its repertoire has become mudaler and its copyright-related activities
more diversified than before, and its readinessotmperate with owners of copyright against
infringements has improved in certain aspects. Hewean the US, there is a lawsuit pending
against it still from the older times when its &it$i was still more reduced to allow its
customers to upload videos, to store them on igese and then to make them available, in
general, to any interested members of the publjevaare and anytime.

At first sight, the concept of “user-generated eotit may seem to be unclear from the
viewpoint of copyright and perhaps this express$ias been coined on purpose to be like that.
The reference to “UGC” — not only in journalistianguage, but frequently also in legal
discourse — may cover quite differing phenomenaetegsly mixed up together. If we remain
with abbreviations and coin more, we can say thaaly mean “UCWSs” — user-created works
— with which there is no copyright problem, of ceerif their creators upload them and make
them available to anyone they want. It may mean WA — user-adapted works — which
may cover adaptations authorized by the ownerggbts or by the law but may also consist
of infringing misappropriations (with a lot of badine issues which could be a juicy topic
for a complete program of an ALAI congress; althosgme of them were already discussed
at the ALAI Study Days held in Barcelona in 2008)d it may also mean “UUWSs” — simply
“user-used” works — in the case of which much depesn whether a user (meaning a user of
the platform servicg becomes also the user of thwrks concerned by performing acts
covered by copyright (in general, reproduction amaking available to the public) with or
without authorization by the owners of rights. (Expnce shows that, of the latter two
variants of “uses by users,” the second one iedygical.)

Viacomwas certainly of this view when it launched a laiwagainstyouTuben the US Due

to YouTube’s popularity and its outstanding posit@mong UGC platforms, this suit has
been followed with increased interest. It has poedusome ups and downs from the
viewpoint of both the plaintiff anthe defendant and it is not completely settled Fest,
YouTube seemed to be the winner but some recesi@@wnents have been less favorable for
the UGC giant. This seems to be the case, in péaticas regards another lawsuit in Germany
between the authors’ socigdBEMAandYouTubdsee below)

> Perfect 10, Inc..v. CCBiIll LLC, 488 F.3d.1102, #1(Bth Cir..2007).
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In the USViacom Intern., Inc. v. YouTube, IAEcase, Viacom claimed that the YouTube
was both directly and secondarily liable for copgiati infringement of a great number of
works of Viacom which were posted on the platformsite, without authorization, by users
between 2005 and 2008. YouTube allows users to upload and view videpsliree of
charge. In order to upload a video clip, a usestmegister with the site, but no registration is
required to view a clip. In registering, users hpledge that they will not upload infringing
material. YouTube makes a copy of each video ssuploading. Once a video is uploaded,
YouTube makes further copies as it converts theowithto a format compatible with a
multitude of platforms.

Before addressing other more substantive issuasinglto the qualification of the various
acts performed in the YouTube system, the courttbadidress the basic question of whether
or not YouTube qualified for the status of hostprgvider and, thus, for limitation of its
liability under section 512(c) of the US Copyrightt for possible infringements committed
by its customers. And this was the first issue @spect of which the mutual interaction
between the YouTube adkohcases began.

The report of the US ALAI Group prepared in response to the congress Questionmaties
that, under section 512(c) of the US Copyright Agtrovided that all the other conditions are
met — online service providers are exempt fromilitgbfor “infringement of copyright by
reason of the storage at the direction of a usenaitrial that resides on a system or network
controlled or operated by or for the service previtd As the response points out, a
“conservative interpretation” (in view of the authaf this paper, in fact, quite a reasonable,
not unnecessarily extensive or restrictive intagiren) of this condition would have
suggested that it applies exclusively to onkterage However, inUMG Recordings, Inc. v.
Veoh Networks, Incthe District Court interpreted the expression “bggon of storage at the
direction of a user” to include conduct consistingacilitating access to user-stored copgies.
According to the court’s ruling, the acts of repotlon through the creation of differently-
formatted or condensed videos, of performance whsgrs stream the stored works to
themselves, and of distribution of works when usersess stored videos for downloading —
all fall within the scope of activities covered the exemptior{°

In Viacom v. YouTub@&/iacom claimed that the “related videos” functitrat identifies and
provides thumbnails of clips of videos that areilsinto the videos that users selected is not
an activity that is exempt under section 512(c)weleer, relying on the decision in the above-
mentionedUMG Recordings v. Veoh Networkase, the Second Circuit disagreed and ruled
that YouTube’s “related videos” function falls withthe scope of activities protected by
section 512(c) because the algorithm used forfthattion “is closely related to, and follows
from, the storage itself,” and is “narrowly diredt®ward providing access to material stored
at the direction of user$®

°676 F.3d 19.

' During the titne period covered by the siiit; Youdubd not implement yet a filteting mechanism. the
meantime, it has done so.

8 US Report, p. 23 and on.

® (Note in the US Report) UMG Recordings, Inc. eoti Networks, Inc., 620 F. Supp. 2d 1081, 108839 (
Cal. 2008).

8 (Note in the US Reportyl. at 1087-88, 1092.

81 (Note in the US Report) Viacom Int'l, Inc. v. Youde, Inc., 676 F.3d 19, 40 (2d Cir. 2012) (quotitdG
Recordings, In¢.620 F. Supp. 2d at 1092.).
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Now thatVeohcases have been mentioned as regards the wayiitthencedviacom let us
review it briefly before reverting to Viacom.

The issues of Veoh’'s monitoring and takedown resjtiities were addressed by the Ninth
Circuit in UMG Recordings, Inc. v. Shelter Capital Partners<0® Veoh is an online video
service similar in many respects to YouTube, algioWeoh allows users to download as well
as stream video clips. Veoh has on its system wgleaded videos as well as partner content
provided by major media companies. In order to agloontent to Veoh's system, users must
register as in the case of YouTube. For every uhleamessage appears stating that users
should not upload videos that infringe copyrigldnce a video is uploaded, the content is
automatically made available to users, including-registered users. Veoh complies with the
obligation under section 512(c) concerning takedannfringing copies about which it
receives notifications. In 2006, Veoh adopted dimentary filter system and upgraded it to
an Audible Magic system the following year. Veolgwed that it attempted to filter out
content that copyright holders had not authorize@gpear on its system. Moreover, when
content was taken down pursuant to a notificatigeph used filtering technology to
automatically disable access to identical videosl am block subsequently submitted
duplicate$® Veoh also terminated the accounts of repeat igétis.

UMG alleged that Veoh was liable for direct andasetary infringement and for inducing
copyright infringement. UMG contended that, afoh was notified of specific infringing

material, it should have sought out actual knowéedfjother infringing videos and removed
them. UMG also alleged that Veoh was aware of witesd infringement occurring on its
system and, thus, it should have identified anernatkown copyright-infringing material, and
that its efforts at filtering were “too little, tdate.”

The court rejected UMG’s broad conception of “kneelde” under section 512 (c)(1)(A)
concluding that merely hosting copyrightable contenth general knowledge that the service
could be used to post infringing material did nohstitute knowledge sufficient to deny
access to the section 512(c) safe harbor. Accgrinhe court, the Copyright Act places the
burden of identifying infringements on the righttiets®* The court also rejected UMG's
argument that Veoh had the right and ability totoaninfringing activity, pointing out that
“right and ability to control” under § 512(c) reqes control over infringing activity that the
provider knows about

This ruling was followed in other cases. For examphlo Group, Inc., v. Veoh Networks,
Inc., the court held that the activities stemming frofeoh’s automated software were also
covered by the “safe harbor” protection under secfi12(c)*® This was found in spite of the
fact that Veoh's software, although automaticaflypcessed the copies submitted by the
customers and reconstructed them “in a user-friemely.” The court was of this view
because “this [the software] is a means of fadifigauser access to material on its web&ite”

8 (Note.in the US Report) 667 F.3d 1022.

8 (Note in the US Reporig. at 1028. (It is to be noted that this ruling cepended to the “taken down and
staying down” principle discussed below in conr@ttivith European cases.

8 (Note in the US Report}l. at 1038.

8 (Note in the US Reportyl. at 1043.

8 (Note in the US Report) lo Group, Inc. v. Veohterks, Inc., 586 F. Supp. 2d 1132, 1148 (N.D. @aD8).

87 (Note in the US Reporty.
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Let us turn back t&iacom v. YouTuben which the Veoh ruling had an impact and to show
how it has “reciprocated” in its interaction witredh.

Viacom alleged that YouTube’s activities violatdek tcompany’s exclusive rights of public
performance, public display and reproduction. 8padly, Viacom alleged that YouTube
was not eligible for the safe harbor protectiors@étion 512(c) because it ignored “red flags”
that made the infringing activity apparent. Viaca@rgued that awareness of facts and
circumstances from which infringing activity is appnt does not require specific knowledge
of each individual incidence of infringement. TbBestrict Court held — and the Court of
Appeals affirmed — that the knowledge of such ngimng activities had to be specific and the
infringing copies identifiable. Then the SecondcGit ruled: “[tlhe actual knowledge
provision turns on whether the provider actually ‘subjectively’ knew of specific
infringement, while the red flag provision turns avhether the provider actually or
‘subjectively’ knew of specific infringement, whitee red flag provision turns on whether the
provider was subjectively aware of facts that wobkl/e made the specific infringement
objectively obvious to a reasonable pers&h.”

As a consequence, Viacom was unsuccessful witlcldisn that YouTube had a duty to
proactively identify and eliminate certain videdtowever, the court held that a reasonable
juror could find that YouTube in some circumstankesw of clearly infringing material that
it failed to remove, and remanded the case to tb&i€ Court on this issue.

Viacom also alleged that the District Court hadedrm failing to rule in its favor despite
evidence that YouTube was “willfully blind” to thefringing activity®® While the Court of
Appeals held that the law does not provide for fimn@ative duty to monitor a site, it noted
that the District Court should have considered wiebr not YouTube was willfully blind to
infringements of which it should have known, ancedied the District Court to consider this
issue on remand.

The Second Circuit addressed Viacom’s argumentYtbai ube did not qualify for protection
under section 512(c) because it earned a finabeiaéfit from infringing activities that it had
the right or ability to control and that, througts uploading and storage processes, had
significant control over the materials posted ansite. Both issues were remanded to the
District Court for further consideration.

TheViacom v. YouTubriling also dealt with the scope of section 51f2 $erbor protection.
In that respect, the case has also been remandlee Ristrict Court, which has not yet issued
a final judgment at the time of the completion lfstpaper. If it finds that YouTube had
awareness of or willfully blinded itself to specifnfringements, YouTube will not qualify for
safe harbor protection. (It is to be noted, howetlet YouTube has significantly changed its
service since the period complained of in Yhacomsuit (for example, it applies filtering at
least in certain cases).)

8 (Note in the US Reportyiacom 676 F.3d at 31.
8 (Note in the US Reporyjiacom 676 F.3d at 35.
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And this was the basis on whidtouTubéhas had a consequence in theC v. Veotsuit. On
June 7, 2012, the Ninth Circuit ordered a suppleargrbrief® for the potential taking into
account of the ruling of the Second Circuit in Yo€. This may lead to a modified opinion
of the Ninth Circuit along with a possible remandttie District Court as it was the case in
YouTube.

Relevant CJEU rulings on service provider liabilifyom eBay through Scarlet to Netlog.
Recently, the Court of Justice of the European Wr{ioJEU) has adopted three preliminary
rulings on the obligations of hosting service pders concerning intellectual property
infringements committed by their customers. In gipte, the objective of such rulings is to
offer guidance how the already harmonized aspettiegal norms (the famouacquis
communautairgshould be applied in appropriate and harmonizay. Whe special nature of
the three rulings was that the tasks of harmommnatiiso extended to the harmonization
between a number of directives adopted in varigelds on different legal issues others than
those concerning intellectual property, such astedaic commerce, data protection, privacy
and electronic communication. In addition, certgémeral human rights considerations have
also been taken into account and the CJEU hasdalseloped the doctrine of “freedom of
conducting business” (and by this it might have eard to quite a swampy terrain).

The first preliminary ruling — i.’Oréal and others v. eBay and oth&rghereinafter eBay) —
offered guidance which would have been suitablgudging the liability issues of internet
service providers concerning intellectual propénfsingements in quite a well-balanced way.
However, when the same kind of issues emergeddroter-hyped, over-politicized, over-
ideologized, over-hystericalized and over-lobbiedf of copyright inSABAM v. Scarlét
(hereinafter: Scarlet), the CJEU found itself ionfr of quite a complex task. The court,
following the approach applied in the previous, iEny difficult Promusicae v. Telefonica
casé€’ — the focus of which was data protection — ma@atgefforts to try to reach a balanced
solution. However, its ruling was not favorable fmpyright owners, since — as it has
become so fashionable recently — it interpreteddbk of balancing in a somewhat unilateral
way; namely, as balancing jusgainst copyright. Nevertheless, if eBay and Scarlet are
considered together, it still may be said that@d&U, at the crossroads of so many principles
and rules, has made available a relatively reasenatbual GPS programed to choose various
possible further directions, including truly baladcones where copyright owners could have
received more than the kind invitation: “shut uffFrench translation:ta guele!” Spanish
translation: f{callate, cierra la boccd). But then the third preliminary ruling — BABAM v.
Netlog” (hereinafter: Netlog) — came where it seems thetdwad left home that GPS or had
not switched it on, as a result of which it wentidubious direction througbcarletinstead

of revisitingeBaythrough which it would have been easier to fingl tight way. This kind of
dis-harmonization of the CJEU practice appears @éoab unfortunate (mis)step from the
viewpoint of our topic since, by dealing with Nejlothe CJEU arrived in an area which,
contrary to what had been the case in Scarletalvaady definitely “cloudy.”

In eBay the CJEU adopted a nuanced approach concernénggghe of liability of hosting
service providers. The key statements of the rukege as follows:

% Nos. 09-55902 and 09-56777.

°L CJEU case C - 324/09 of July 14, 2011.

92 CJEU case C - 70/10 of November 22, 2011.
9 CJEU case C-275/06 of January 29, 2008.
% CJEU case C- 360 of February 16, 2012.

29



[T]he Court has already stated thiat,order for an internet service provider to falitiin the
scope of Article 14 of Directive 2000/31, it is exstgal that the provider be an intermediary
providerwithin the meaning intended by the legislaturéhie context of Section 4 of Chapter I
of that directive. 2

That is not the case where the service providestead of confining itself to providing that
service neutrally by a merely technical and autamptocessing of the data provided by its
customersplays an active role of such a kind as to givenibwledge of, or control over, those
data...%®

There, by contraghe operator has provided assistance which entailparticular,optimising

the presentation of the offeffor sale in questioror promoting those offersit must be
considered not to have taken a neutral positimiween the customer-seller concerned and
potential buyerdut to have played an active role of such a kindoagive it knowledge of, or
control over, the dataelating to those offers for salié.cannot then relyin the case of those
data,on the exemption from liabilityeferred to in Article 14(1) of Directive 2000/31..

In view of the foregoing, the answer @ minth question is that Article 14(1) of Dirediv
2000/31 must be interpreted as applying to theatpef an online marketplace where that
operator has not played an active role allowingpithave knowledge or control of the data
stored. The operator plays such a role when itigesvassistance which entails, in particular,
optimising the presentation of the offers for salquestion or promoting theff\.

Where the operator of the online markatplhas not played an active role within the maganin
of the preceding paragraph and the service proviaé] as a consequence, within the scope of
Article 14(1) of Directive 2000/31, the operatomeahe less cannot, in a case which may result
in an order to pay damages, rely on the exemptim fiability provided for in that provision if

it was aware of facts or circumstances on the ludsighich a diligent economic operator should
have realised that the offers for sale in questvere unlawful and, in the event of it being so
aware, failed to act expeditiously in accordanc iticle 14(1)(b) of Directive 2000/3%.

Thus, theeBay court has differentiated between two situations:tlee one hand, when the
hosting provider plays an active role allowingat have knowledge or control of the data
stored (such a providing assistance, in particblaoptimizing the presentation of certain
contents or otherwise promoting them), and, onotier hand, where the provider does not
have such a role. The provisions of the Directivetlme limitation of the liability of service
providers only apply in the latter case. This isaecordance with the agreed statement
adopted concerning Article 8 of the WCT on the righcommunication to the public (which,
in the case of the WCT, also covers the acts tér@ctive) making available to the public):

It is understood that the mere provisioin physical facilities for enabling or making a
communication does not in itself amount to commaitidn within the meaning of this Treaty or
the Berne Convention

It should be noted what kind af contrario effect this agreed statement has. Namely, it has
clarified that,when a service provider goes beyond merely offephgsical facilities, its
activity may amount to communication (and, in cak@teractivity, to making available to
the public).This is what was clearly and correctly stateeBay.

% CJEU Case C324/09, point 112.
%d., point 113.
°"d., point 116.
%d., point 123.
%d., point 124 (emphasis added).
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When we turn to theScarletruling, we have to emphasize that Scarlen@d a hosting
provider (contrary to Netlog which is a hosting providerard, as a matter fact, cloud
provider). As it discussed below, this is relevémt considering whether or not it was
appropriate for thé&letlogcourt just to copy and paste the key elemen&carlet

Scarlet is a peer-to-peer service and it was qedlity the CJEU aaccess providefalling
under Article 12 of the E-Commerce Directive bakycaith a mere-conduitfunction. The
issue disputed in the case was the question ofhehetr not the national court might order
Scarlet to apply a filtering system to prevent ithigingements of copyright in the musical
works administered by the Belgian society of aldh8ABAM. The Belgian court, in its
referral for preliminary ruling, specified what kinof filtering system would have been
involved:

whether Directives 2000/31, 2001/29, 2004/48, 9%d& 2002/58, read together and construed
in the light of the requirements stemming from fivetection of the applicable fundamental
rights, must be interpreted as precluding an ijondmposed on an ISP to introduce a system
for filtering

- all electronic communications passing % services, in particular those involving tbse of
peer-to-peer software;

- which applies indiscriminately to all itustomers;

- as a preventive measure;

- exclusively at its expense; and

- for an unlimited period°

The basic elements of the court’s ruling may bentbin the following points:

48.[S]uch an injunctiomwould result in a serious infringement of the fresdof the ISP
concerned to conduct its businessce it would require that 19B install a complicated, costly,
permanent computer system at its own expembigh would also be contrary to the conditions
laid down in Article 3(1) of Directive 2004/48, vt requires thameasures to ensure the
respect of intellectual-property rights should betunnecessarily complicated or costly

49. In those circumstances, it must bd Heat the injunction to install the contestedefiing
system is to be regarded as not respecting théreagent that a fair balance be struck between,
on the one hand, the protection of the intelleepuaperty right enjoyed by copyright holders,
and, on the other hand, that of the freedom to @cindusiness enjoyed by operators such as
ISPs.

50. Moreover, the effects of that injuoctwould not be limited to the ISP concerneditaes
contested filtering system may also infringe thed&mental rights of that ISP’s customers
namely theiright to protection of their personal data and th&needom to receive or impart
information which are rights safeguarded by Articles 8 anaflthe Charter [on human rights]
respectively.

51. It is common ground, first, that thiginction requiring installation of the contestitering
system would involve a systematic analysis of afitent and the collection and identification of
users’ IP addresses from which unlawful contenth@ network is sent. Those addresses are
protected personal data because they allow th@ss tsbe precisely identified.

52. Secondly, that injunctiarould potentially undermine freedom of informatisince that
system might not distinguish adequately betweeawinll content and lawful content, with the

10 CJEU case C-70/10, point 29.
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result that its introduction could lead to the liog of lawful communications. Indeed, it is not
contested that the reply to the question whetheam@smission is lawful also depends on the
application of statutory exceptions to copyrightiethvary from one Member State to another.
Moreover, in some Member States certain workswihin the public domain or can be posted
online free of charge by the authors concerned.

53. Consequently, it must be held thmgdopting the injunction requiring the ISP to afisthe
contested filtering systemthe national court concerned would not be respectihe
requirement that a fair balance be struck betwdenright to intellectual propertyon the one
hand,and the freedom to conduct business, the rightrédeption of personal data and the
freedom to receive or impart informatioon the other.

54. In the light of the foregoing, thesexer to the questions submitted is that DirectR@30/31,
2001/29, 2004/48, 95/46 and 2002/58, read toge#mel construed in the light of the
requirements stemming from the protection of theliapble fundamental rights, must be
interpreted as precluding an injunction made agamsISP which requires it to install the
contested filtering system

The court seems to have reached these findingg djglitly and, as a result, it has not

succeeded in fulfilling its objective to strike airf balance. The ruling appears to have been
influenced by some fashionable anti-copyright stegand become unbalanced to the
detriment of copyright owners.

The CJEU has construed a strong “freedom of comytiusiness.” However, it did not pay
attention to the fact that the business the freedbwhich it intended to protect was based, to
a great extent, on (i) illegal making availablenairks by a huge number of customers of the
“business,” (ii) increasing by this the number @Hitors of the website, and, (iii) as a result of
this sort of popularity, obtaining income from adisers. The court should have considered
how strong or weak protection the freedom of su¢business” may deserve in view of its
detrimental impact on the rights and interestshoké whose creations and productions are
used illegally and without which the “business” ltbnot have a chance to succeed.

The court ruled that the proposed filtering systeas too complicated and too costly —
without any real analysis or calculation as to whwas the case. Before reaching such a
finding so lightly, it should have considered someighty questions, such as these: What
about possible filtering systems that would be $@m@and less costly (which, with the
development of digital technology, might quite redally appear) or that is not
“permanent”? In contrast with the one suggeste@ABAM, could such filtering systems be
imposed? On the basis of tlae contrario principle, an affirmative answer seems to be
justified to this question. Why did not the CJEMY to offer some guidance in this respect? If
it had done, we might not have the impression timatruling is somewhat biased against the
rights and legitimate interests of copyright owners

Probably, the court did not intend to join the aefant in pretending blindness of the fact that
a huge part of its business was based on massgalilmaking available of works to the
public. Could not then be expected from the coartstate that not only the intellectual
property rights of copyright owners cannot be carest as unlimited but that this principle is,
at least, as much applicable concerning the “freedd conducting business” by indirectly
gaining income from the infringements of those t$ghAnd as a consequence of such a
logical finding, would not it have been justifien ¢onsider to what extent the ISP might have
to bear the cost of a reasonable filtering systemn fthat income?



The CJEU stated that the application of the filttgrsystem in question “may also infringe the
fundamental rights of that ISP’s customers, nantiedyr right to protection of their personal

data and their freedom to receive or impart infdrama” This sweeping statement is the most
poorly substantiated element of the ruling. In fattis not substantiated at all; it is not

supported by any analysis and justification. If toeirt had tried to offer some, it would have
had to answer some further inevitable questiors @sult of which it might have turned out

quite easily that all to which it referred was matich more than a collection of slogans lent
from anti-copyright activists and lobbyist of ordintermediaries (slogans that could hardly
stand any serious scrutiny). Why would a filtersygtem violate the protection of customers’
personal data if it only consisted in the mere iifieation of illegal copies and their removal?

In particular, why would it be so if an automatystem were involved and it functioned only

in the relationship between the ISPs and theirornets (where, otherwise, the online
intermediaries do know not only some basic datéheir customers but nearly everything

about them and use those data aggressively for eoamsth purposes). The apparent position
of the court according to which free unauthorizeaking available of, for example, freshly

released films to the internet population is a eratff freedom of receiving and imparting

information — with all due respect to the legatssaof the court (but not to this aspect of the
ruling), is superficial and erroneous. Such a gillms nothing to do with balancing of

interests in and around copyright.

The CJEU has presented only one concrete argumergnnection with the alleged danger
for freedom of expression. It has referred to thstract possibility that the filtering system

could also lead to the blocking of lawful communmigas. As it can be seen above, the court
argues in this way: “Indeed, it is not contestedt tthe reply to the question whether a
transmission is lawful also depends on the appiinadf statutory exceptions to copyright

which vary from one Member State to another. Moegpin some Member States certain
works fall within the public domain or can be paktnline free of charge by the authors
concerned.” It seems easy to prove how huge exatiges this unsubstantiated statement
contains and how much it is badly founded. It iisient to refer to the successful operation
of the filtering system applied, for example, by Mabe in accordance with the cross-
industry agreement published on www.ugcprincip@s.cas mentioned below. It is still a

major understatement if we say that, in the exthgrogerwhelming majority of cases, the

“matches” found by the filter are unequivocallyrinfjing copies. Furthermore, the same
UGC principles take into account, and take caretltd, exceptional situations which form

only a microscopic tiny fraction of the enormousnier of cases involved.

In this case, the CJEU, in spite of its presumauaed intentions, has not established an
appropriate balance and has not adopted a rulinghvdould be characterized as being in due
accordance with thacquis communautaireHowever, the court has not fulfiled another
important task. Namely, it has just listed and qdahe norms of the relevant EU directives,
but has not offered a real legal analysis ther@bkre is no answer in the ruling to the
following quite important questions:

What does it mean in Recital (45) of EMCommerce Directive thabjunctions may
consist in orders to requiraot only the termination but also the prevention of
infringement8 How filtering to prevent making available to tpheblic of infringing
copies as a means of prevention rather fhast festantermination of infringements
should be considered from this viewpoint? Are thek present, any realistically
available effective means to prevent the inclussbnnfringing copies in an online
system other than filtering? What would be the nregamand value of this recital if,
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although orders to prevent online infringementgh@a than only acting when the
infringing content has become available to therirge population) are possible, their
only effective application would not be allowed?eTéffect of the CJEU'’s ruling seems
to be just something like the latter case.

What does the prohibition gfeneral obligation to monitor information that ISPs
transmit or store mean and what kind nmn-generalobligations to monitor may be
ordered, in particular in the light of the clardioon in Recital (47) which reads as
follows: “Member Statesare preventedfrom imposing a monitoring obligation on
service provideronly with respect to obligations of a general natuthis does not

concern monitoring obligations in a specific camed, in particular, does not affect
orders by national authorities in accordance widtiamal legislation.”? (Emphasis
added.)

In the Netlog case, the CJEU would have had the opportunityhimose an appropriate
direction as indicated ieBay This, however, did not happen.

As described in the rulinf* Netlog runs an online social networking platforrhere every
person who registers acquires a “profile” which tiser can complete himself and which
becomes available globally. The most important fiemcof the platform, which is used by
tens of millions of customers is to build “virtuabmmunities” through which they can
communicate with each other. Thus, Netlog is sonawimilar to Facebook, the well-known
social network. SABAM claimed that Netlog's socra@twork also offers its customers the
opportunity of using, by means of their profile, sroal and audio-visual works in SABAM’s
repertoire, making those works available to thelipuh such a way that other users of that
network can have access to them without SABAM'sseon, and without any fee.

Sincethe liability of a hosting provide(a “traditional” cloud providerwas involved the
consideration of theeBay ruling as a precedent would have been logical aeckssary.
However, the court seems to have neglected thieadtautomatically applied the findings in
Scarlet It did has not taken into account that, while ri&t& activities were fallen under
Article 12 of the E-Commerce Directive, Netlog veakosting provider and, therefore, Article
14 of the Directive was applicable with strictelesion the conditions of limitation of liability
than under Article 12.

In Netlog the CJEU has simply repeated, in a copy-and-pastgatim manner, the above-
mentioned statements of the Scarlet ruling conogritie “freedom of conducting business”
and the alleged dangers for the protection of peistata, freedom of speech, and freedom of
information. Similarly as irscarlet it has not offered any analysis on what the gion of
general obligation of monitoring and the permissidmbligating ISPs to perform monitoring
in specific cases mean and what criteria may bdéiegpponcerning filtering systems in this
respect. And it has not considered at all the apbillity of the useful and correct principles
laid down ineBay concerning the liability of service providers whiprovide assistance
entailing optimization of the presentation of theohtents” and/or promotion of their
distribution If it had taken those principles into accounmight have judged Netlog’s status
and liability in a different way.

101 See note 92.
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United Kingdom: the “authorization” doctrine readyg be applied also for the “Cloud." The
report of the UK ALAI group prepared in responsehe congress Questionnaire notes that
there has not been yet express reference in caseolacerning cloud-based services, but that
there have been rulings concerning the liabilityrdérnet service providers for “authorizing”
restricted acts (a special British form of secogdability) which could be relevant in this
field too. It is expected that these judgments wid applied to cloud servicemutatis
mutandis

The report refers in particular @ramatico et alia v BSkyB et ali% where the court has
applied the definition of “authorization” relyingidactors identified in the previous judgment
in 20C Fox v Newzbif*

- the relationship between the allegeth@user and the primary infringer,

- whether the equipment/ means suppliestiinite the means used to infringe,
- whether it will be used to infringe,

- the degree of control of the allegedhatiter,

- whether he is taking any steps to preugrnngement.

The report refers to Judge Arnold’s ruling who hébat the operators of the Pirate Bay
(which, as the report notespuld be described as a service similar to a cleadvice for the
purposes of copyright}) authorized the infringing activities of its use®th by copying or
communicating to the public) and that their acikgt wentbeyond merely enabling or
assisting infringementsn applying the factors established in thewzbincase, according to
the report, he found as regards the Pirate Baglkmsis:

Regarding the relationship between the allegedosiséir and the primary infringers, he held
that the features offered by the alleged authorigme plainly designed to provide users with
the easiest and most comprehensive service pgssiléo promote the download of torrent
files by its userslt is not merely a passive repository of files ldreover goes to great length
to facilitate and promote the download of fil®sits users

- the means supplied, i.e. the indetcerent files constitute exactly the means necgstar
infringe,

- copyright infringement is not onleiwitable but is also the main objective of the merv

- the website operator has the requiegtee of control; the website states that torreasand
will be removed under certain condition,

- the website operator is not taking atgps to prevent infringement; moreover they are
expressly encouraging infringeméfit.

Germany: “umbrella solution” against dark cloudsga minimum, what has been taken
down should stay downAs regards UGC-related court cases in Germany,taldbe great
popularity of YouTube, th6EMA v. YouTubease attracted the biggest attention which is
discussed below. However, it should be noted theim@n courts have dealt with different
kinds of UGC platforms and adopted quite nuancegisams the spectrum of which is quite
broad from direct liability through “disturber” llity to the application a safe harbor rules.

The YouTule case may be found somewhere in the middle ofjtiite colorful spectrum of
cases addressing the issues of direct liabilitgugh secondary liability to no liability. Close

192 UK Report, pt. 11 (ruling adopted in 2012).
1931d. (ruling adopted in 2010).

104 Id

1959d., pt. 12.
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to the direct-liability end of the spectrum, thenay be found a caseMarions Kochbuch-
which reached the level of the Federal Court otida§BGH) which it made it possible for
the court to offer guidance on the criteria of g of UGC platforms. The BGH held that
the UGC web page www.Chefkoch.de had infringedritiig of making available to the
publicin photographs uploaded in the system.

The report of the German ALAI Group prepared inpmesse to the congress Questionnaire
describes the underlining facts as follows:

The provider enabled third parties to upload rexipend photographs of dishes. Before
unlocking this content to the internet communitgohtrolled the content as to its completeness
and correctness and whether the photographs sewnisel professionally made. The recipes
formed the core content of the platform. On printedsions of the recipes the text and the
pictures appeared under a big badge/emblem of Gblefkn its General Terms and Conditions

the provider demanded the consent of the user rieeap duplications and transfer of their

content. Chefkoch offered the recipes to thirdipafior commercial us&®

In view of these facts, the BGH foulfidthat theUGC platform had adopted the contents
represented by the uploaded works as its own;staed the responsibility for the content
factually and visibly perceivable by the publBince the provider had not only granted
storage space to its users but adopted the contitss own, it was the one who used the
works in the form of making them available to théljz.

Let us turn now t@&sEMA v. YouTuhe

In 2007, GEMA and YouTube concluded an interimngiag agreement which expired in
March 2009 and has not been renewed. Since theMAGEnd YouTube had been
negotiating on a new licensing agreement. HoweiveiVlay 2010, GEMA abandoned the
unsuccessful negotiations and launched a lawsaihagYouTube.

The Hamburg Regional Court& Hamburg ruled on April 20, 201¥® that YouTube is
liable for infringing music videos uploaded by asstomers where it does not fulfill certain
duties.When notified of an infringement, it has tbbligation not only to remove or block
access to infringing copies of videos without debay also to take measures to prevent
further infringements in respect of the same vid€blis duty, however, does not extend to
those videos which had been uploaded to the prath@fore the ruling.)

In the lawsuit, YouTube presented the well-rehehi@guments of online intermediaries in
trying to prove absence of liability: first, thatanly provided platform for its customers and
had neither made copies of the videos concernedploaded them; and, second, it had taken
all reasonable measures to prevent infringemertte. dourt was not impressed by these
arguments. Although it held that YouTube was noedly liable for having committed
infringements (in the form of Taterhaftung) it did have “disturber” liability
(“Storerhaftun) by to the infringing acts. The court found thag a “disturber,” YouTube
did not fulfill its duty to stop infringements bydeking access to the videos without delay
after the plaintiff had notified it (as an extreragample, in certain cases, YouTube only
blocked access to the videsmsven months after GEMA’s warn)ng

1% German Report; p. 7
197BGH No. | ZR 166/07 of November 12, 2009.
198 G Hamburg No. 310 O 461/10 of April 20, 2012.
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The court has stated that no disproportionate slutieay be imposed on YouTube.
Nevertheless, it has held thiatis a reasonably proportionate obligation to pest future
illegal uploads of the same musical works on theesaecordings by using filtering software
It has pointed out that such software was alrea@ylable to the defendant developed itself
(the Content-ID software). The court has also fi&tithat YouTubeshould use the software
itself and could not leave this to its useard, furthermore, that it should additionally
introduce a word filter for the same purpde.

Netherlands: mixed rulings on the right of makin@igable; specific monitoring obligations
allowed. The Dutch ALAI group, in response to the congr€ssestionnairé;’ reports on
what it considers a “landmark” ruling in the coyfdrcase law. In the lawsuit between the
Scientology Churctand the hosting provide{S4ALL (it is worthwhile trying to pronounce
the quite telling abbreviation: “excess for alldctess for all” or “excess in access for all”?),
The Hague Court has held that such a hosting peowides not perform acts of making
available to the public because it merely provideshnical facilities for enabling
communication to the public by others.The court has referred to the agreed statement
adopted concerning Article 8 of the WCT, which —camted above — clarifies that mere
provision of facilities for communication does nqualify as an act of communication
(including (interactive) making available) to thebtic. The same line of reasoning has been
adopted with regard to file-sharing websites tlandt themselves store content on their own
servers (but only direct consumers towards websiitasoffer (infringing) content):? In the
latter case, the court has been of the opinion teelnically, the intermediary cannot perform
an act of making available because the works coedeare not stored on its own servers.

The Dutch group reports on a ruling of the Dist@cturt of Amsterdam. However, before that,
it draws attention on certain recent judgmentshef CJEU, in which itjnter alia, had to
interpret the concept of communication to the pulfincluding broadcasting and making
available to the public) under Article 3 of the dnhation Society (Copyright) Directivé
(which implements Article 8 of the WCT)> The report notes that the CJEU takes a more
“functional” approach to this concept. It has heidt, in order to establish whether a user is

199 This was found necessary because YouTube'’s Colidesbftware was only able to identify the same imus
recording but would not detect other illegal redogd of the same work.

10 puytch Report, p. 4 and on.

1 (Note in the Dutch Report) Court The Hague 9 JLO®9, BIE 1999/4899cientology/XS4ALL

12 (Note in the Dutch Report) District Court The Had22 March 2011, IER 2011/4Bremier League/MyP2P
District Court Haarlem 11 February 2011, IEPT 20209 Brein/FTD); Court of Appeal The Hague 15
November 2010, LIN BO398G{D/Eyeworky District Court Amsterdam 16 June 2010, IEF 89Bikin/The
Pirate Bay; Court of Appeals Amsterdam 16 March 2010, IER@U8 Shareconnectdr Court of Appeals
Den Bosch 12 January 2010, IER 2010/@Mere/MyP2B; District Court Utrecht 26 August 2009, B9 8127
(Brein/Mininovg; District Court Den Bosch 8 July 2008, IEF 64Xrdin/Euroaccesgs Court of Appeals
Amsterdam 3 July 2008, IEF 6399 e@seweb/Brep District Court The Hague 5 January 2007, IEF
3191Brein/KPN); District Court Amsterdam 24 August 2006, IEF 25@rein/UPQ; Court of Appeals
Amsterdam 15 June 2006, IEF 22@3din/Technodesign

113 (Note in the Dutch Report) Hosting providers arast able to benefit from this technical approachwio
ways: i) in case content is placed on their seitvesin be argued that the provider is merely priogjdechnical
facilities, ii) in case it is not placed on the osgrver it can be argued that it is merely proxgdigcess to a third
party who is making available.

114 (Note in the Dutch Report) Directive 2001/29/ECtloé European Parliament and of the Council of 28/M
2001 on the harmonisation of certain aspects oyrigipt and related rights in the information sogiet

115(Note in the Dutch Report) ECJ 4 October 2011, EER2/3 Premier Leagug ECJ 13 October 2011, C-
431/09 Airfield); ECJ 24 November 2011, IER 2012/28ir€us Globu}, ECJ 15 March 2012, IER 2012/28
(SCF/Del Corsyy ECJ 15 March 2012, IER 2012/28BRL/Ireland.
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making a communication to the public, a judge nfust consider whether or not the user
“intervenes” in full knowledge of the consequenoés#ts action to give access to a broadcast
containing the protected work to its customefszurthermore, the court has held that it is
relevant whether the intervention results in relagha “new public.” Finally, the Court has
also noted that it is also a relevant factor tosoder whether or not a communication is made
for profit-making purposes-’

The Dutch report points out that, in its ruling ®ptember 12, 2012, the District Court of
Amsterdam applied the CJEU’s guidance, in the m@eenvironment, concerning the criteria
of “intervention,” “new public” and “profit-making™*® The court held that the placing of link
to a website with leaked pictures of a well-knowergon constituted an act of making
available to the public (even though the contesglitwas not placed on the server of the
defendant’s blog). It was not for the first timeattDutch courts applied the “functional”
approach. In 2010, the District Court of The Hagtalso held that a Usenet forum with
information regarding Usenet-files on different\v@s constituted making available to the
public. Although that decision was overturned by @ourt of Appeals of The Hagl@ the
District Court of Amsterdam held again that Usesetvice provider News Service Europe
had infringed copyright?*

The Dutch group has added the following commentghase cases which deserve due
attention:

In a more technical approach it could be arguedttBdoud providers are ‘merely providing
technical facilities’.In contrastjn more functional approach criteria, such as ‘intention’, the
reaching of a ‘new public’ and ‘profit’ determinehether the content is made available to the
public. The technical approach gives way to difficultieghie Cloud environment given the fact
that in providing ‘physical facilities’ som€loud providers de facto function as ‘on demand’
radio- and television services and can play an irtggd central role in the exploitation of
copyrightable works on the intern@nd are also not only commercially benefittingnfrthe
technical service but are al&directly) benefitting from the exploitation of shtontent because
they also enjoy revenues associated with the cqpisoum of that content(f.e. through
advertisements). A more functional approach onother hand seems to provide for less legal
security122

The report also refers to the way the principlethefCJEU’sL’Oreal — eBayjudgment were

applied in the Netherlands by the Court of Appedilseeuwarden. The reason for which it
was relevant was that, although the parties werlear manufacturer (Stokke) and an online
“market place” (Marktplaats), one of the issuesb&odealt with was the status of hosting
providers. The Court has found that Marktplaats icemoke the application of safe harbor
norms as a hosting provider in accordance withGAEU judgment since it took a neutral
position between the persons who placed the comtents platform and the customers to
whom the content was made available (and has ieldnf could not have done so if it had
played an active role between those parties). Thettas held that Marktplaats was neutral,

116 (Note in the Dutch Report) ECJ 7 December 2008eG2:306/05Rafael Hoteles), 42; ECJ 4 October 2011,
IER 2012/3 Premier Leagug 8195

17 (Note in the Dutch Report) ECJ 4 October 201R #912/3 Premier Leagup §204

118 (Note in the Dutch Report) District Court Amstemia2 September 2012, LIN:BX708l&yboy/Geen Stjjl

119 (Note in the Dutch Report) District Court The HadgtiJune 2010, IER 2010/20TD/Eyeworks

120 (Note in the Dutch Report) Court of Appeals Theytta 15 November 2010, LIN BO3980rD/Eyeworks

121 (Note in the Dutch Report) District Court Amstand 28 September 201BREIN/News Service Europe

122 Dutch Report, p. 5 (emphasis added).
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because it had no involvement with the actual cunté the advertisements in question
placed on its platform, and because it treatedliffitrent users who placed content online
equally. The fact that Marktplaats was heavily atising its platform — according to the
Court of Appeals — did not mean that Marktplaats &a active role.

However, the reason for which it is particularlyriiovhile referring to the Marktplaats case

is the interpretation of the “no general monitofipginciple which, in substance, is the same
as or at least very similar to what we have seetméncase of the German case law. In this
respect, the Dutch report reads as follows:

In the SABAM case, the ECJ stated that the Intesaevice provider cannot be obliged to
install a generalfiltering system, covering all its users, in ordemprevent the unlawful use of
musical works, as well as paying for it. In theechstween Stokke and Marktplaats the Court of
Appeal in Leeuwarden [held] thatticle 15 E-Commerce Directive does not stanchnway of
imposing obligations to monitor for infringements $pecific advertisementfor instance a
monitoring obligation for the specific selectionaafvertisements that contain the text STOKKE
or TRIPP TRAPP (a selection that can be easily maidle the use of a filter). The Court
clarifies however that injunctions have to rema@tasonable and proportionate and are not
allowed to become unreasonably expensive or resalistructions of legitimate trad&.

France: taken down but not staying down; after nweeite clouds, cold shower into the
rightholders’ necksFor a while, it seemed that French jurisprudenceld/ go in the same
direction as in Germany (as indicated, in particuila the ruling of the Hamburg Regional
Court discussed above). Recently, however, withrilings of the Supreme Court, the so far
friendly white clouds have turned menacingly dark.

In French case law, first, it was found that UGCosites as hosting providers have specific
monitoring obligations. IMAndré Rau v. Googland Aufeminin.cofi* Google Inc. v. BAC
Films et al*?®> Zadig Productions v. Google Vid&dandFlach film v. Google Franc¥’ the
courts held that, although Google was eligiblelifoitation of its liability as hosting provider,

it was nonetheless subject to the dabdg only to block access to infringing copies afi@rk
when it was notified but also to prevent the upingdf infringing copies of the same works
by the same or different customérs

In contrast, inChristian C., Nord Ouest Production v. DailyMotjtiithe French Supreme
Court Cour de cassationfound that DailyMotion, as a hosting provider,saanly subject to
a notice and take down obligation.

After that the Supreme Court applied thetlog principles in such an automatic way in the
DailyMotion case, thdribunal de Grand Instanceent in the same direction in its judgment
in TF et al v. DailyMotiof*® on September 13, 2012 (the suit was launchedrs@i007).

12314, pp. 13-14 (emphasis added.)

124 A, Paris, Febuary. 4, 2011, André Rau v. Goaglé Aufeminin.com.

125 ¢ A. Paris, January 14, 2011, Google Inc. v. Bio$s The Factory et al.

126 TG| Paris, October 19, 2007, Zadig Production @oe Inc, Afa.

127, Ccomm. Court of Paris, February, 20, 2008, Fladim Wi Google France, Google Inc.

128 Also. TGI Paris October 9, 2009 H & K SALR and MYAGoogle France.

129 Arrét n° 165 du 17 février 2011 (09-67.896)

130 Tribunal de grande instance de Paris 3¢me chasénee section; jugement du 13 septembre 2012.
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Nevertheless, this does not mean that the rulingldcthave served as a basis for a
beatification process dbailyMotion. It is true that it was recognized as a hostingyioer
rather than an ,editor” (the court held that certiinctions of the system suchagposteriori
moderation and the application of a search engieee wot sufficient reasons to change this
finding, but it obligated DailyMotion to remove tlierms "TF1" and "LCI" from the list of
suggested key wordd)evertheless, at least, in respect of certain wdhes court found that
DailyMotion was secondarily liable for infringemenbecause it had not blocked access to
them promptly enough after having been notifiecc¢ading to the court, four days were too
had failed to take adequate measures againsttrefraagers.

In balance, this judgment was not favorable for BR#l the other owners of rights involved.
Still it was a respectable decision, in particulave take into account that the court felt being
obligated to apply the principles of the not qéiddunateNetlogruling.

This can hardly be said about the judgment of taesPHigh Court in th&'F1 v. YouTube
case®*! The court applied the recent rulings of the CJEd the French Supreme Court. It
held that YouTube was a hosting provider and, thus)ly had the duty to remove infringing
copies of the same works when it was notified agaid again. After having stated this
principle, the court reached quite a weird condnsilthough it did agree with TF1 that the
perceived five-day delay in removing the infringingaterials after notification was
unreasonably long, it held that YouTube still wast hability because, in its view, the
conditions of Section L.216-1 of tHetellectual Property Code were not fulfilled tagimto
account that the users had free access to thesemhe author of this paper does agree with
the remarks made in the FrenchKat blog one day thigeruling:

With all due respect to the Court, this last comio seems erroneous. Leaving aside the
guestion of whether the mere fact that the remde&dy was unreasonable is sufficient to incur
liability, Section L.216-1 IPC clearly contemplates infringement where programs (as
broadcast) are telecastélédiffusiofi in French) OR communicated to the public in acpla
open to the public in exchange for an entrance feeother words, while the right of
communication to the public associated with thidatesl right is narrower than the
corresponding right under copyright, the differeicenly relevant in cases of communication
to the public OTHER THAN telecasts. Given the bradefinition of telecasts in the IPC
(Section L.122-2), it is clear that YouTube wasetalsting the programs and therefore
infringing the Section L.216-1 related right, inpestive of the issue of free or paid access to the

site1®

However, the real cold shower into the rightholdaescks came from two parallel rulings of
the French Supreme Court which applied the Netlagcgples quite generously in favor of

131TGI, No. RG : 10/11205 of May 29, 2012.

132 pyblished on the FrechKat blog on May 30, 2012 ¢burt must have been in very bad form the previou

day, since the blog, rightly enough, noted alsoesother serious errors:
“Beyond the error referred to above, the Court makeather odd comment about TF1 being unable to
invoke both its Section L.216-1 related right aogyright simultaneously. The Section L.216-1 redatight
protects the broadcaster's programs as embodibeé signal that is broadcast whereas copyrigheptstthe
underlying work. Contrary to the Court's assertibiere is no legal principle that would preventaty from
invoking both grounds simultaneously; the two rgghte independent of one another and protect difter
subject-matter (the programs in the signal in oasecand the work in the other). As regards the tGour
analysis of standing under copyright, it is strikithat it makes no reference to the longstandidggemade
rule that use of a work in the absence of advdesms by the natural person authors cratpsesumptiorof
copyright ownership vig-vis third-parties accused of infringement (in féed Court actually expressly cites
Section L.331-1, paragraph 3 IPC in this contextavision which deals solely with related rights).
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the giant UGC platform as possible. The downwardyeBcarlet-Netlog-DailyMotion spiral
seems to have reached the bottom from the viewmdiotvners of copyright. On July 12,
2012, the Supreme Court adopted rulings inAhdré Rau v. Googland Aufeminin.coni®
and theGoogle Inc. v. BAC Films et’df cases which reduced the obligation of the UGC-
platform-type hosting providers to block accessnminging materials when they receive
notice, without any duty to take measures to preupioading the same infringing materials
by the same customer or by other customers.

The reasons for the court’s judgment have been dwnp in this way:

When it [Court of Appeal] ruled in this way, obligag the society Google to prevent any
uploading of infringing videos, even if where itriet alerted by another regular notice required
in order that it may have effective knowledge alibeir illegal character and location and act
promptly to remove it or make access to it impdssisubmitted it, beyond the only faculty of
ordering a measure appropriate to prevent or etitaithe damage linked to the actual content
of the site in question, also to a general oblgatio monitor the images stored and to seek
those which are illegally uploaded, and prescritbedy manner disproportionate regarding the
objective to achieve, the application of a blockiygtem without any limit in time, the Court of
Appeal has violated the above-mentioned provisifthe relevant EU and French norms
reviewed by the Supreme Couti].

With due respect to its status, the French Suprémet seems to have applied the CIJEU’s
controversialNetlog ruling in too easy-going manner. As discussed aptvwe Netlog court
did not to offer sufficient reasons for its findsaxgoncerning the key issues of the case,
including the question of why it applied in a cogryd-paste manner the findings in Scarlet (in
spite of the fact that, while Scarlet was a peepder system, Netlog was a cloud-based
hosting service). The French Supreme Court, howehes not even applied all the Netlog
criteria. It only identified one more or less cogter reason, namely the “unlimited” nature of
the “notice and stay down” obligation prescribedtbg lower courts. It has not offered any
real explication why this obligation would be digportionate. And it did not make any
attempt to offer guidance on how the alleged digpriionality might be eliminated in order
that a balanced solution might be applied; for examhow the only concretely identified
aspect of disproportionality — the unlimited natoféhe “notice and stay down” obligation —
could be eliminated.

It is submitted that the model that the SupremerCioas intended to offer as a proportionate
solution — namely to limit the intermediaries’ @ations, at maximum, to a notice-and-take
down system (which was considered as a means afirmgean appropriate balance in the
1996-2001 period) — is not a proportionate one 012 in view of the substantial
advancements in filtering and blocking technologhith now may be applied in a way that
it would not endanger the privacy interests of cosrs of services).

3 CCass, 12 juillet 2012, André Rau ¢/ Google & Auf@mcom.

B* CcCass, 12 juillet 2012, BAC films ¢/ Google France

135 The original French text reads as followsttendu qu’en se pronongant ainsi, quand la préeenimposée
aux sociétés Google pour empécher toute nouvefie am ligne des vidéos contrefaisantes, sans méiekeq
en aient été avisées par une autre notificationutiége pourtant requise pour qu’'elles aient effeethent
connaissance deon caractére illicite et de sa localisation etestti alors tenues d’agir promptement pour la
retirer ou en rendre 'accés impossible, aboutited soumettre, au-dela de la seule faculté d’orédorume
mesure propre a prévenir ou a faire cesser le dogena au contenu actuel du site en cause, a utigation
générale de surveillance des images qu'elles sticke de recherche des mises en ligne illicites éeur
prescrire, de maniéere disproportionnée par rappautbut poursuivi, la mise en place d’'un disposiéfblocage
sans limitation dans le temps, la cour d’appel@é&ies dispositions susvisées.”

41



The contractual schemes applied by certain intelaned — including in particular by
YouTube itself — do show and prove the practicailability of such desirable solutions.
They also may offer helpful suggestions for thoserts which are ready to devote time and
energy to outline a truly proportionate legal framek. In this way, the only concrete aspect
of disproportionality identified by the French Sepre Court — namely, the unlimited nature
of a possible “notice and stay down” obligationculid also be eliminated. The author of this
paper refers by this to the “UGC principles” workedt and applied in practice by major
intermediaries (including Google’s YouTube) anddureers (in particular film producersf

Italy: no liability exemption for hosting providemaying active roleThe report prepared by
the Italian ALAI Group in response to the congré€ssestionnaire notes that, in accordance
with the EU E-Commerce Directive and the ltaliarci2e 70/2003, cloud service providers
are qualified, in general, as hosting providersaggoning liability exemptions granted to such
providers, the Italian courts have adopted a nuhrmeproach based on case-by-case
evaluation.

The report points out that, although Italian case tloes not cover specifically cloud services
as such, the rulings concerning hosting provideay fe relevant. The rulings differentiate
between passive and active hosting activities hedcourts tend to interpret the applicability
of exemptions from liability restrictively where @hactivity is not deemed to be merely
passive.

The report mentions two cases on the status ofrtgosérvices. In the ruling iIRTI-Mediaset

v. YouTubgethe Tribunal of Rome found the liability of Youb@& as hosting provider and its
duty to remove the materials illegally uploaded mpwtice. In theRTI v. IOL case, the
decision of June 7, 2011, stated that the serviogiger did not fully correspond to the
criteria of hosting providers defined in Article D6 Legislative Decree 70/2003. The court
ruled that that the degree of liability differs aoting to whether an “active hosting” or
“passive hosting” is involved. In the given casgjwe hosting was evidenced by the insertion
of advertisements to accompany UGC videos and obirtdexing facilitating users’ searches.

Japan: the country of rising sun and of cautioupdador owners of rightsThe Japanese
ALAI Group in its response to the congress Questine >’ reports on the High Court’s
ruling in the TV Breakcase. The court had to judge whether an operat@a wafleo file-
sharing site was liable for the unauthorized uplogaf TV programs by its customers. The
High Court found that the service provider was lgalor unauthorized copying of the
programs on its server and their subsequent trassoni to its customers. The reasons for the
ruling were that (i) the provider operated and calied the site, (ii) the profit derived from
the activity was obtained by the provider, (iii)the same time, it did not take any effective
measure to prevent infringing acts even thoughetheere good reasons to know that
infringements took place, and (iv) it did not reasten where it had actual knowledge of
infringing videos in its system. The court heldittithe service provider performed the
infringing acts (it was a “sender” under e-commedeggslation (see below)), and therefore,
the limitation of the liability of providers was napplicable in its favor.

The report states that there is no statutory pravisr Supreme Court ruling specifically on
cloud services. The Copyright Act of Japan doeshaot an explicit provision on secondary

136 See www.ugcprinciples.com.
137 Japanese report, p. 10 and on.
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liability. However, given the court practice refled in the above-mentioned High Court
judgment, “there is a possibility” that cloud seeviproviders could be found liable for
infringing materials uploaded by their customers.

In this connection, the Japanese report also @stlihe provisions on the liability of service
providers. In Japan, the “safe harbor” provisioag@sponding to those in the US Copyright
Act and EU E-Commerce Directive may be found inAleseon the Limitation of Liability for
Damages of Specified Telecommunications Servicevieeos and the Right to Demand
Disclosure of Identification Information of the Skams. According to the Act, a provider is
not liable to damages for distribution of infringimaterials through its online service, except
for the case where (i) a preventive measure isniealty possible to avoid transmission of
infringing content, (ii) (a) the provider is awaoé the infringement, or (b) is aware of
circumstances serving a reasonable ground to hawel&dge of the infringement. However,
if the provider is the “sender” of the infringingaterial, as found in the TV-Break case, the
limitation of liability does not apply.

“CLOUD-NATIVE” SERVICES: CYBERLOCKERS
Cyberlocker cases in the US

The response of the US ALAI Group to the congresgsflonnaire, after reporting on the
Cablevision case, continues as follows: “Not swipgly, given the decreasing cost of digital
storage,Cablevisionhas spawned other business models built on autoh@ipying and
individualized transmissions®

This “spawning” of business models as an impa&ablevisorhas led to fully-fledged cloud
services too, such as cyberlockers.

The response of the US ALAI Group reports on @epitol Records, Inc. v. MP3tunes,
LLC™® (hereinafter: MP3tunes) case where the Southestri€tiof New York dealt with the
issues of liability of a service provider whidhter alia, acted as a cyberlocker operator (and
thus as a cloud service provider). MP3Tunes soldgienin mp3 format and also had a
component that allowed users to store music ingoaisonline “lockers” reserved on the
provider’s servers (that is in the “Cloud”). Thesegm allowed playing the uploaded songs —
in principle, by the users concerned — through artgrnet-abled device. In addition,
MP3tunes.com had a “sister website,” Sideload.cohichv allowed users to search the
Internet for free songs. If the Sideload.com u$&ad an MP3tunes.com account,
Sideload.com asked the customer if he or she watotdthve the song downloaded to his
MP3tunes.com “locker.”

EMI claimed that MP3tunes.com was not eligibletfo section 512(c) safe harbor as hosting
provider because it did not satisfactorily implemanmepeat-infringer policy, did not respond
to take down notices quickly enough, ignored sighwidespread infringement, and profited
from the infringing activity.

The court found that the ISP responsibly implemeiii® repeat-infringer policy, terminating
accounts where necessary, tracking users’ identitred responding promptly to take-down

138 Us Report, p. 5.
139821 F. Supp. 2d 627.
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notices. It also held that MP3tunes.com was adidi for direct infringement because it was
its users who chose what songs to upload, and beagaerely enabling a party to download
infringing material is not an infringing act. Tleeurt ruled, however, that the company was
ineligible for the section 512(c) safe harbor widspect to infringing songs in its users’
digital “lockers” that MP3tunes failed to removeeafreceiving take-down notices. The court
found that MP3tunes.com was contributorily lialbbde infringement of rights in such works,
because it had reasons to know about the infringctiyities and still provided the site and
facilities for the infringing activities.

In Disney Enterprises, Inc. v. Hotfile Corphe service provider allowed users to upload and
download video files*® Hotfile did not behave as a provider that only pdes physical
facilities for uploading and downloading; it alsnceuraged its users to become members in
order to enjoy privileges such as faster downlaatks. Those who uploaded works that
became frequently most downloaded were rewardedebtain benefits. In spite of such an
active role of Hotfile in the uploading-downloadiagtivity, the District Court held that it was
not subject to direct liability. Nevertheless iibaled the secondary liability claim to proceed.

In Perfect10 v. Megaupload-** the District Court (another) ruled in different nmer against
Kim “Dotcom’s” well-known pirate empire in the “Clml.” It found that Megaupload was not
a mere file storage system and that its actionshietwincluded incentivizing its users to
upload infringing content through a rewards syssemilar to Hotfile’s — taken together with
its general awareness that its website was beiad fos infringement$? could be regarded
as amounting to volitional condut® Thus, the court held that Megaupload was directly
liable for the infringement of the relevant actsve@d by copyright” (which, from the
viewpoint of the WIPO “Internet Treaties” meant thght of reproduction and the right of
making available to the public).

Adventures of RapidShare and other “locker” providein Germany: copyright owners are
not left alone in the dark

In Europe, two cyberlocker cases have attractedjtbatest attention. Both cases took place
in Germany and concerned the Swiss-based lockegrdatoRapidShare.

On March 14, 2012, the Higher Regional Court in Hang OLG Hamburg adopted three
rulings at appeals against judgments of lower sourisuits against RapidShare of which the
most important one was where GEMA, the German astlsociety was the plaintiff (in the
other two cases, German publishers were the gdfatin 2010, the Regional Court of
Hamburg found basically in favor of GEMA® The Hamburg OLG agreed with the rulitf.

The OLG’s decision confirmed that RapidShare musplément effective measures to
prevent uploading illicit copies. Although Rapid&havas ready to take down infringing
materials when it had been notified, it did notetadny measure against uploading copies
infringing copyright in the same works by the saonélifferent users of its service. The court

140 pisney Enterprises, Inc. v. Hotfile Corp., 7983&pp. 2d 1303 (S.D. Fla. 2011).

141 (Note in the US Report) Perfect 10, Inc. v. Medaag Ltd., No. 11CV0191-IEG BLM, 2011 WL 3203117,
at *2 (S.D. Cal. July 27, 2011).

142 (Note in the US Report)l. at*6.

143 (Note in the US Report}l. at *4.

144 (Note in the US Report)l. at*6.

145 GEMA v Rapidshare AG, Landgericht Hamburg, File8h® O 93/08.

146 OLG Hamburg No. 5 U 87/09 of March 3, 2012.
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obligated RapidShare to implement additional messsurin practice, a filtering system — to
prevent a copyright infringement from occurring eatedly in this way. That is, the cloud
service provider had to guarantee that, if copaisnging copyright in a given work is taken
down, then such copies also stay down (noticeki® d@wn and to stay down).

In Atari v. RapidSharewhere the issue was the use of illegal copigh@Video gameAlone

in the Dark" first, the locker provider seemed to be the veinnThe Regional Court.(5) of
Dusseldorf, similarly as it happened in the GEMARapidShare case, found against it.
However, the Higher Regional Court in DusseldortL @) reversed the ruling in favor of
RapidSharé?*’ The court made some statements which were somesuhatising in view of
the well-known activities of the website, such hatt"most people utilize RapidShare for
legal use" and that, if the contrary were assuntediould mean "a general suspicion against
shared hosting services and their users whichtigusbfied." This was quite a strange way of
arguing: it would not be appropriate to have sugspgcion; therefore, it should be presumed
that most people utilize the services for legal 0$ee OLG did not find it justified to obligate
RapidShare, in addition to take down illegal copmsen duly notified, also to prevent,
through a filtering system, repeated uploadindlegal copies of the same works.

The Federal Court of JusticBGH) saw the factual situation more realisticii\and deduced
from it more adequate findings. It reversed théngubf the Duisseldorf OL& Although it
stated that, in principle, file hosting servicee & be recognized as an appropriate business
model, it also ruled that they should duly cooperatth copyright owners not only by
removing illegal copies from their system but atgopreventing repeated uploading thereof
(that is, if illegal copies of a work are taken dgwhey should stay down). If RapidShare
does not apply a reasonable filtering system fas fhurpose, it will be liable for the
infringements.

The German response to the congress Questionrepmets on another case where direct
liability was found by the couft® As the report describes imtil June 2011, Kino.to was the
biggest German-language internet site. The unaaftbcopies were stored ,,on the servers of
third parties (professional providers of online rage and streaming solutions, so
called ‘filehoster’)” — that is in the ,Cloud” — buhe service was controlled by Kino.to. The
users of the service uploaded the works to thesql ,lockers” and received links to them.
As the German response reports ,[e]verybody hasicuess to the internet could also access
those links and hence either stream the connectedemor download them on user-owned
storage devices.”

The Regional Court of Leipzig héftt that Kino.to had communicated works to the pulsiic
the sense of interactive making available to thaipuThe court found that the relevant act of
exploitation was the uploading of the works on thiernet and that of no importance was
whether or not the works were accessed, if accelssedfrequently and by what kind of
technological means. As the German report stresses;ourt differentiated between “deep
links” and “other links”. It held that offering dpelinks to contents that were saved

T OLG Dusseldorf, 1-20 U 59/10 of December 21, 2010.

1481t is reflected, for example, by the remark thétemall ,[tlhe company is called RapidShare and no
RapidStore.”

M9BGH, Urt. v. - | ZR 18/11 of July 12, 2012.

%0 German Report, p 6.

151 (Note in the German Report) LG Leipzig, No.11.@4.2, File number 11 KLs 390 Js 183/11 of April
11,2012.
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somewhere else, in general, does not correspotitetoriteria of Article 19a of the German
Copyright Act. However, in the Kino.to system, iasvexclusively through the links that it
was possible to find and access the films. Thetcsitgssed that ,this scenario was therefore
held to be comparable with integrating the linksome's own web presentation especially
since employees of Kino.to had controlled all lirds to whether the named movies were
complete and if they included a reference to Kmdnt the beginning and the end.” Kino.to
was better known and more broadly used in Germlaay Megaupload, the big pirate cloud
network of Kim Dotcom, the other German living ireWM Zealand (which was shut down in
January 2012, and ,Dotcom” was detained). The Ligippurt sentenced Dirk. B., the main
operator of Kino.to to four-and-a-half-year impnseent for infringements of copyright.
Other operators of the service also received prsgmtences.

EXCEPTIONS AND LIMITATIONS AND
EXHAUSTION OF RIGHTS IN THE “CLOUD”
Exceptions and limitations; in particular as regasdprivate copying
Is it private copying at allit goes without saying that the provisions of theernational

treaties on exceptions and limitations — both thecsic ones (controlled by the three-step
test) and those on the three-step test itself gtyagdso for the cloud-based systems.

However, the application of possible exceptionBmitations for private copying raises some
particular issues in the cloud environment. Inaartases, it may be questioned whether the
copy in the “Cloud” is made by private persons grthe cloud service. In the latter case,
obviously one could not speak about private copying

As it is discussed above, it has been a disputestigun from the beginning of the first
lawsuits on cloud-type hosting services, suctCablevision whether, when the copying is
triggered by a user of a service (possibly by gotnalick) on the servers of a cloud provider
and it is kept there (even if in a storage spaserwed for the user), it is the user who makes
the copy, or the service provider, or both of th@inere are national laws under which the
private copying exception or limitation does noplgpwhere a commercial service makes
copies for private purposes. Furthermore, even evitleere is no specific provision of this
kind, it may be clarified that the exception oritation is not applicable where the copying is
made for direct or indirect economic advantager-ekample, as in the case of Article 5(2)(b)
of the Information Society (Copyright) Directive.

The report prepared by the French ALAI Group inpmse to the congress Questionnaire
expresses the view that the status of “private mgdyis not sufficiently clear under the
Europeanacquis communautairand the French legislation. Under French jurispneg, in
order that a copy may qualify as a result of pevebpying, the copier and the user of the
copy should be the same person. As soon as agérshn intervenes, he or she becomes the
copier and must have an authorization from the owaok the exclusive right of
reproduction:>® The report deduces from this that, since in thieti@,” a third person makes
available the means of reproduction, that persaiifigs as the copier and the exclusive right
applies. Unless the user makes the copy, there ‘iprivate copy.***

152 French Report, p. 7.
153 Id
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However, the French report refers to ,another aigy according to which neither the
French Intellectual Property Code nor thequis communautairgthe 2001 Information
Society (Copyright) Directive) imposes the conditibat the copier and the user of the copy
should be the same. According to the reportPthgawandecision of the CJEU supports such
an analysis since it seems that it has recondiecdekistence of a ,copying service” with the
private copying exceptioft?

The author of this paper votes for the first ,as@y As regards the French Intellectual
Property Code, it appears quite clear that theerogmd the user must be the same person,
since it provides for an exception in respect giies ,reserved strictly for the private use of
the copier and not intended for collective us&.Thus, if it is found that the a service
provider is the maker of the copy, the exceptioastiwot apply.

It is submitted that, just because tRadawandecision® refers in certain sentences to
copying services, it does not mean that the Frémehwould be in conflict with theacquis
communautaire

It is true that the decision contains such refegeninn points 46 and 48 in the following
context:

44. Copying by natural persons acting in a privaeacity must be regarded as an act likely to
cause harm to the author of the work concerned.

45. It follows that the person who has caused Harthe holder of the exclusive reproduction
right is the person who, for his own private usgroduces a protected work without seeking
prior authorisation from the rightholder. Therefoire principle, it is for that person to make
good the harm related to that copying by finandhey compensation which will be paid to the
rightholdet

46. However, given the practical difficultiesidentifying private users and obliging them to
compensate rightholders for the harm caused to,thathbearing in mind the fact that the harm
which may arise from each private use, consideepédrately, may be minimal and therefore
does not give rise to an obligation for paymentstated in the last sentence of recital 35 in the
preamble to Directive 2001/29, it is open to thenNder States to establish a ‘private copying
levy' for the purposes of financing fair compensatichargeable not to the private persons
concerned, but to those who have the digital ramton equipment, devices and media and
who, on that basis, in law or in fact, make thatipaent available to private usess who
provide copying services for thekdnder such a system, it is the persons havingettaipment
who must discharge the private copying levy.

47. It is true that in such a system it is i@ tisers of the protected subject-matter who are
the persons liable to finance fair compensatiomfreoy to what recital 31 in the preamble to
the directive appears to require.

48. However, it should be observed, firstt tha activity of the persons liable to finance the
fair compensation, namely the making available riwgbe users of reproduction equipment,
devices and mediayr their supply of copying services the factual precondition for natural
persons to obtain private copies. Second, nothiagemts those liable to pay the compensation
from passing on the private copying levy in thecgrcharged for making the reproduction
equipment, devices and media available or in theedor the copyingervice supplied. Thus,
the burden of the levy will ultimately be born thetprivate user who pays that price. In those
circumstances, the private user for whom the ramtioh equipment, devices or media are

154 Id

155 Article L. 122-5(2) of the Intellectual Propertyo@e (in French: étrictement réservées a l'usage privé du
copiste et non destinées a une utilisation colet}i
1 CJEU, case C-467/08 of October 21, 2010.
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made available or who benefit from a copying servitust be regarded in fact as the person
indirectly liable to pay fair compensation.

It is to be noted, however, that the court neitiere nor in other points of the ruling seems to
define “copying services” — what they mean, in whaases and under what conditions they
might correspond, if at all, to the concept of ptevcopying. There is no legal analysis in the
decision in this respect, and this is quite un@eable since the CJEU was not supposed to
provide a preliminary ruling on this question. Narfghe points in the referral by the national
court addressed this isstié.Therefore, serious doubts may emerge whether fisetees
iudicata in this respect. It seems that national courts imaye good reasons to just apply
Article 5(2)(b) of the Information Society (Copyht) Directive which quite clearly exclude
the application of a private copying exception iomifations in cases where a commercial
service make copies for private purposes.

Let us look at the relevant recital — Recital (38)f the Directive:

Member States should be allowed to provide foraepgtion or limitation to theeproduction
right for certain types of reproduction of audigsual and audiovisual materi@r private use
accompanied by fair compensation. This may incltite introduction or continuation of
remuneration schemes to compensate for the prejudiagightholders. Although differences
between those remuneration schemes affect theidamg of the internal market, those
differences, with respect to analoguévate reproductionshould not have a significant impact
on the development of the information socidbygital private copyingis likely to be more
widespread and have a greater economic impact.abeeunt should therefore be taken of the
differences betweedigital and analogue private copyirend a distinction should be made in
certain respects between them. (Emphasis added.)

As it can be seen, the recital speaks abprivate copying’ It is true that it also refers once
to copies for private usé (and this is understandable since it is obviouklg is supposed to

157 The referral included the following five questiqits which there is no word about, no referencetpying
services):

“1. Does the concept of “fair compensation” in Akt 5(2)(b) of Directive 2001/29/EC entail harmatisn,
irrespective of the Member States’ right to chotteesystem of collection which they deem approgprfat the
purposes of giving effect to the right to fair caangation of intellectual property rightholders afésl by the
adoption of the private copying exception or litida?

“2. Regardless of the system used by each Memlag¢e &i calculate fair compensation, must that systesure
a fair balance between the persons affected, théeiatual property rightholders affected by thevgte copying
exception, to whom the compensation is owed, orotiteehand, and the persons directly or indireddylé to
pay the compensation, on the other, and is thatnbal determined by the reason for the fair compiemsa
which is to mitigate the harm arising from the pt& copying exception?

“3. Where a Member State opts for a system of éhgrgr levying in respect of digital reproductiogugpment,
devices and media, in accordance with the aim jpdréy Article 5(2)(b) of Directive 2001/29 and tbentext
of that provision, must that charge (the fair congadion for private copying) necessarily be linkedthe
presumed use of those equipment and media for ma&productions covered by the private copying ptioa,
with the result that the application of the chavgeuld be justified where it may be presumed that digital
reproduction equipment, devices and media are tesbd for private copying, but not otherwise?

“4. If a Member State adopts a private copying ylesystem, is the indiscriminate application ofttHavy” to
undertakings and professional persons who cleanghase digital reproduction devices and medigftoposes
other than private copying compatible with the @piof “fair compensation”?

“5. Might the system adopted by the Spanish Statpplying the private copying levy indiscriminitéo all
digital reproduction equipment, devices and medferige Directive 2001/29, in so far as there isuifficient
correlation between the fair compensation andithdtion of the private copying right justifying, ibecause to
a large extent it is applied to different situaidn which the limitation of rights justifying theompensation
does not exist?” (Point 19. of the CJEU ruling.)
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be one of the conditions of the applicability oé texception; the copies must not be used
outside the private sphere), but it consistentlgags about grivate reproductioh and
“private copyin§ as a result of which a copy is made. Where copiresmade by a public
service — in particular, where a direct or indineafit motive is involved — it is definitely not
“private copying” but, at maximum, copying for tharpose of subsequent private use.

Article 5(2)(b) of the Directive reads as follows:

Member States may provide for exceptimnmitations to the reproduction right providemxst
in Article 2 in the following cases:

(b) in respect of reproductions on anylimen madeby a natural persoffor private use antbr
ends that are neither directly nor indirectly conmoial, on condition that the rightholders
receive fair compensation which takes account & #pplication or non-application of
technological measures referred to in Article 6the work or subject matter concerned,;
(Emphasis added.)

This provision makes it completely clear that thivgie copying exception does not apply

when the copy is made by a service (since it cadiyhgualify as a natural person) for direct

or indirect commercial purposes. Article 5(2)(b)yoallows that a natural person other than
the potential user (usually a member of the fararlya close acquaintance) make the copy in
the private sphere and for private use.

Therefore, the French law is in accordance with Bective and theéPadawandecision
would be in conflict with it if the court truly iehded to hold that not only private copying by
a natural person without any commercial end isgteicopying but also copying by services
not qualifying as natural persons and seeking tlimrcindirect commercial advantage
However, it is submitted again that this questiomswot supposed to be covered by the
referral and the court has not really analyzeddhisstion.

Does a right to remuneration (or “fair compensatipapply? Special questions may emerge
also from the viewpoint of the applicability of thight to equitable remuneration (or as the
Directive calls it “fair compensation”) as providedthe said provision of the Directive. The
copy which may be found in the “Cloud,” in the nr#jp of cases, is (i) either a copy made
and made available by the cloud service, usuallgeunTPM control, for streaming or
downloading, (ii) or a back-up-type second copy ¢dwfully obtained copy uploaded by the
user of the service, (iii) or the same where amawfll copy is involved.

It seems that doubts may emerge as regards thiebiagia of the applicability of the right to
equitable remuneration for a “cloud copy” in anytlbése three cases. In a case mentioned
under (i), the “cloud copy” is clearly not a prieatopy and, in the case of downloading for
private purposes, TPM (as a minimum, an access)csdapplied which excludes the
application of the exception or limitation. In tbase referred to under (ii), an exception may
be applied but not as a private copying exceptiather as a back-up exception in respect of
already existing lawful copies. Finally, as regatie case under (iii), as clarified under
several national laws, any exception for copyirmfr at least, obviously — illegal sourc&s

is in conflict with the three-step test and, furthere, the copies made in this manner are
subject to the obligation of the cloud provider take them down rather than to pay
compensation for the infringements. (In the “Cldutie issue of illegal copies emerges in a

138 For the prohibition of copying from obviously igjel sources, see, for exampketicle 53(1) of the German
Copyright Act.
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way different from the use of recording equipmend anaterial in domestic environment
where the taking down of infringing copies is natality. This paper does not deal with the
latter situation.)

The Commission Staff Working Document mentionedvabt also seems to be skeptical
about the applicability of the private copying lesystem in the cloud environment. The
document states as follows under the telling t@lud computing services challenges to the
private copying levies regime:”

Some of the technologies applied in the digitalterty such as streaming, have the potential of
reducing the number of copies which are actuallgenan consumer devices. Cloud computing
services, where end-users are actually replicatisg on their personal local devices have been
seen as a game changer, making the private copydencept less appropriate, as digital
technology advances...

Increasingly, cloud based services makpogsible to measure authorised uses of creative
content allowing for a precise licence-based rematr@ (and not exception-based
compensation) of right owners. This should cleddythe case where a specific cloud-based
service has been established following a licensiggeement with rightholders. Furthermore,
streaming of music (or audiovisual content) does require consumer storage capacity...In
such cases, applying levies on the basis of memsiagydoes therefore not seem to be aligned
with the way music or audiovisual content are comsd...

With the emergence of new business modelssumer-friendly access to attractive legalrsffe
of digital content should be more focused on ligggshan on private copying levies. The more
digital content and authorised usage consumersil@eeto acquire as part of a fully licensed
service, the less need there is for private copyeseby way of compensation... Fair and
efficient transactions between rightholders andudlservices providers as well as between
cloud service providers and consumers should a#iquitable and efficient remuneration of
rightholders. It is essential to take proper actamfrthe opportunities offered by the current
development of new business models. Such modeigedelew forms of authorised access to
copyright protected content. They should at theesime enable rightholders to better control
the use of their content and the manner in whiely ire remunerated for'f®

Exhaustion of rights in the “Cloud”

Exhaustion under the WIPO Treatiekhe WIPO “Internet Treaties” leave it to Contragt
Parties whether or not they provide for exhaustibthe right of distribution and, if they do,
in which way®! (in particular, whether they provide for intermatil exhaustion or territorial
exhaustion).

ReDigi: fully-fledged online music store in the spiiof a “resale” forum However, in the
cloud environment, there are certain specific aspetthe issue of exhaustion. TReDigi

19 See note Bupra

180 Commission Staff Working Document, pp. 19-20.

1 For example, Article 6(2) of the WCT reads asdiot:

» (2) Nothing in this Treaty shall affect the freed@mContracting Parties to determine the conditiohany,
under which the exhaustion of the right in parabgrél) applies after the first sale or other transfeownership
of the original or a copy of the work with the anitization of the author.”Agreed statement concerning Articles
6 and 7: “As used in these Articles, the expressioopies’ and ‘original and copies’ being subjexrthe right
of distribution and the right of rental under tlaédsArticles, refer exclusively to fixed copies tltan be put into
circulation as tangible objects.”
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case reported in the response of the US ALAI Griouihe congress Questionnaire is a good
example for this.

As the US ALAI Group report$®® Capitol Recordshas filed a lawsuit recently against
ReDigi.com an online marketplace of “used digital copieseasforded music*®* The service
allows users to store their recordings in onlingkérs and “sell” them through the “Cloud.”
If the customers wish to “sell” a “used” digitalcarding through the system, they have to
download ReDigi’s software. The software allowssanto designate the recordings legally
purchased from iTunes Store or ReDigi that theynwassell from his or her device. In such a
case, ReDigi removes the eligible recordings frbm geller’'s device and stores them in the
ReDigi cloud for “sale.” Buyers are able to viewist of recordings that are for sale, and
purchase and download them.

In its complaint, Capitol Records claims that Ralsdiable for several violations, including
direct infringement, contributory and vicarious bily, and inducement of copyright
infringement.’®* Among other claims, the plaintiff alleges that RgiDengages in
unauthorized reproduction, distribution, and pulpksformances of the plaintiff's works and
assists users in making unauthorized copies aed.dalresponse to some of these allegations,
ReDigi has claimed fair use and the first sale riloetas a defens®&® Although the first sale
doctrine traditionally applies only to hard copiBgDigi urges a digital equivalent of the first
sale doctrine. ReDigi contends that its system¢lvhemoves the digital copy from its prior
owner’s access, so that only one person “ownsdttbial copy at any time, should enjoy the
same exemption from copyright liability as do tdnlgiused books and records. (At the time
of the preparation of the report of the US ALAI @pp the process was in a stage where
Capital Records had requested a preliminary injangt

In the opinion of the author of this paper, ReBgtlaims might hardly stand any serious
scrutiny.

The exhaustion of the right of distribution (withet underlining right of reproduction) is
hardly applicable in case of such a service. Exi@u®nly applies where theamelawfully
obtained copy is subsequently sold or the propegtyt in it is otherwise transferred. In the
ReDigi model, nothing like this happens.principle, the customer’s copy is removed but it
is not that copy which is transferred to the ReBiggtem; a new copy is made and, where that
copy is “sold,” still another is made. Thus, noe thght of distribution, but the right of
reproduction is concerned in the case of whichximestion applies.

Furthermore, when the copy made on Re.Digi’s sasseffered for sale, the right of making
available is implied which, under the WIPO “Interff@eaties” — in contrast with the right of
distribution concerning tangible copies — is novered by the principle of exhaustion of
rights either.

1%2s Report, pp. 6-7.

183 (Note in the US Report) Complaint, Capitol RecotdsC v. ReDigi, Inc., 2012 WL 32056 (S.D.N.Y. Jd&.
2012) (No. 12 CIV 0095).

184 (Note in the US Report) Complait@apitol Records v. ReDig2012 WL 32056.

185 (Note in the US Report) Defendant's MemorandumLafv in Opposition to Plaintiff's Motion for A
Preliminary Injunction, Capital Records, LLC v. RgD Inc., No. 12-cv-0095 (RJS) (AJP) (S.D.N.Y. Jafa,
2012),2012 WL 2281961.
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In the last-but-one paragraph above, the wordgfimciple,” is stressed. What may happen in
principle does not necessarily happen in praciica. ReDigi customer wishes to continue
using the recording, it does not have to do angtleilse but to save it on an external device.
Let us consider this “in principle” aspect in thght of the level of law abidance of online
users as reflected in what is taking place in pggiesns or on UGC platforms. Someone
should be — or may pretend to be — extremely nia\eelieve that ReDigi clients will give up
possession of copies that still represent any valumterest for them. The “obligation” to
remove the original copy would not seem to be nresdistically applicablehan trying to
ensure the life of a rabbit placed in a tiger'secdg putting an inscription into his neck with
the text: “Prohibited to eat it!”

UsedSoft: the CJEU tries to extend the doctrinexdfaustion of rights to where it is not
applicable. The Court of Justice of the European Union hagptatba ruling on possible
application of the principle of exhaustion of riglim digitally distributed computer programs

In UsedSoft v. Oraclethe subject matter of the dispute was Oracleimmger programs
concerning the application of end-user license eagents (EULAs). A EULA contains a
term forbidding the licensee to transfer the progta a third party. UsedSoft, a company
based in Germany, was “reselling” these “licengast, thus, the programs) to the customers
of its service.

The CJEU, in itsUsedSoft v. Oracleuling,*® held that the exhaustion of the right of
distribution is also applicable for digitally digtuted computer programs. The preliminary
ruling reads as follows:

1.Article 4(2) of Directive 2009/24/EC of the EuropeRarliament and of the Council of 23
April 2009 on the legal protection of computer paogs must be interpreted as meaning that
the right of distribution of a copy of a computeogram is exhausted if the copyright holder
who has authorised, even free of charge, the dasig of that copy from the internet onto a
data carrier has also conferred, in return for paynof a fee intended to enable him to obtain a
remuneration corresponding to the economic valuth@fcopy of the work of which he is the
proprietor, a right to use that copy for an unledifperiod.

2. Articles 4(2) and 5(1) of Directive@/24 must be interpreted as meaning that, iretieat

of the resale of a user licence entailing the eeséila copy of a computer program downloaded
from the copyright holder's website, that licencaving originally been granted by that
rightholder to the first acquirer for an unlimitpdriod in return for payment of a fee intended to
enable the rightholder to obtain a remuneratiomrespronding to the economic value of that
copy of his work, the second acquirer of the liesres well as any subsequent acquirer of it,
will be able to rely on the exhaustion of the disition right under Article 4(2) of that directive,
and hence be regarded as lawful acquirers of a gbpycomputer program within the meaning
of Article 5(1) of that directive and benefit frotihe right of reproduction provided for in that
provision.

The ruling closely concerns also, for example, scidod services aSteamand Origin for
distribution platforms of video games. In principlehere such a game is made available on
those platforms, under the UsedSoft ruling, the ensrof rights would have to allow free
transfer of the games in the form of “resale.”

166 CIEU cas€-128/11.
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The court has tried to provide certain “guarantesggdinst the infringement of the rights of

reproduction and distribution. It has stated that‘re-seller” of a copy must make it unusable
on its own devices (and has clarified that a muser license must not be split into separate
units for “re-selling” purposes). However, as pethbut above — in view of easily available

ways of saving a copy of what is “resold” — thegedk of guarantees may not have too much
value.

The same may be said about this case &eiigiin the US. The distribution right applies to
the resale of, or other transfer of rights in, shaene lawfully obtainetangible copies. In the
given case, it is obvious that no resale of cofakses place; new copies are created and, thus,
the right of reproduction is concerned. In the aafsan act of reproduction, there is no resale;
the application of the exhaustion doctrine canmo¢rge.

The court has created new law and, by this, it seerhave gone beyond what its competence
would have allowed in the EU’s constitutional sture. Therefore, its validity for Member
States is questionable. The more so because th&anecreated by the court appears to be in
conflict with both the international treaties ahé &cquis communautaire

It is difficult to understand how the court manexackitself into such a situation since it had
correctly listed the relevant international and gdvisions that it was supposed to apply (but
with which it got into conflict).

It seems the court has misinterpreted the meaninfyeoright of making available to the
public under the Article 8 of the WCT and ArticlE€lB of the Information Society (Copyright)
Directive and its relationship with the right opreduction and the right of distribution.

The CJEU was right when it was of the view thatn-the case of downloading works
(including computer programs) — it is possible ppls the right of distribution as one of the
ways of implementing the right of making availabdethe public. This was clarified at the
1996 Diplomatic Conference on the basis of the “tefié solution.*®” However, there are
two things which the court seems to have disreghrde

First, the Information Society (Copyright) Direativin the case of literary and artistic works
(including computer programs), has implementedrigjie of making available to the public,
in its Article 3(1), the same way as it is providadArticle 8 of the WCT; that is, within the
framework of a broad right of communication to fheblic. Second, choosing “distribution”
as legal qualification does not change the fadt wieat takes place in the case of interactive
online transmissions is not the transfer of prgperta copy of the work, but makingreew
copy in the computer memory in which a work (includirsg computer program) is
downloaded. The Advocate General erred (and the eoted along with him when it adopted
his theory) when it stated that, in case of dowilog, the act of making available to the
public is transformed into an act of distributitsf.

It should always be kept in mind that, althouglsipossible to speak about “distribution” in
the case of certain forms of making available te gublic, a very special distribution is
involved; namelydistribution though reproduction through (interaat) transmissionThe

right of distribution may be exhausted by the fsate oftangible copies, but the right of
reproduction is not exhausted when a copymade Furthermore, Article 3(3) of the

157 See note 56upra
188 See pt. 52 of the preliminary ruling.
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Information Society (Copyright) Directive excluddse exhaustion of the right of making
available to the pubic — irrespective of whetheisitonstrued as a separate right as under
Article 3(2) (concerning related rights), or astpaira broad right of communication to the
public as under Article 3(1) (concerning copyrighgnd irrespective of whether it is
implemented by beingharacterizedas a separate right of making available to thdipué
right of communication to the public, or a rightd$tribution.

Recital (29) makes this crystal-clear:

The question of exhaustion does not arise in thee aaf services and on-line services in
particular. This also applies with regard to a maaé copy of a work or other subject-matter
made by a user of such a service with the condeheaightholder Therefore, the same applies
to rental and lending of the original and copieswafrks or other subject-matter which are
services by naturéJnlike CD-ROM or CD-I, where the intellectual propeis incorporated in

a material medium, namely an item of goods, eveflyne service is in fact an act which should
be subject to authorisation where the copyrightedated right so providefEmphasis added.)

This is just a confirmation of what follows fromethprovisions of the WIPO “Internet
Treaties” and the Directive which has faithfullyplamented the Treaties. The court quoted
this recital, but it seems it did not agree witle tlelevant norms of the Treaties and the
Directive, and it decided to replace them by neleguLet us make an understatement: in our
view, the CJEU’s competence hardly extends tokimd of law making.

The application of the right of distribution as aywof implementing Article 8 of the WCT is
allowed under the concept of “relative freedom efdl qualification” of acts covered by
copyright. However, as this concept is defined he WIPO Glossary of Copyright and
Related Rights Terms® the freedom applies only where, although throudghts

characterized in different way, the minimum obligas prescribed by the international
treaties are fulfilled. Thus, for example, it woub@ possible to qualify certain forms of
interactive making available as “broadcasting” &mdpply the right of broadcasting, but this

%9 The definition reads as follows:

“Legal characterization of acts and rights; prinigpf relative freedom of ~

“1. It is a broadly applied practice in nationabilation to use terms other than those appearinghé
international norms on copyright and related rightsncerning certain acts covered by such rights] an
consequently by the rights themselves; that igh@aracterize the acts and rights concerned in adifégrent
from the way they are characterized legally inghil international norms. For example, severahtrias grant
a “right of public performancein a way that it covers more or less atin-copy-related rightgin particular,
also theright of broadcastingand theright of communication to the public by cable (Wirhich, in theBerne
Conventionare construed as separate rights), or it is alsquént in national laws that a broadiht of
broadcastingis provided which also covers thght of communication to the public by cable (Wjrae separate
right under theBerne Convention

“2. Such a practice is accepted and regarded désmate, provided that the level of protection gehby the
legislation of the given country, in spite of thiéfeting legal characterization of the acts anchtigconcerned,
corresponds to the minimum level of protection priéed by the relevanhternational norms on copyright and
related rights(such as in respect of the nature of the rightdetherexclusive rightof authorizationor a mere
right to remuneration— or the scope agxceptiongo and limitationson them). For example, if the concept of
broadcastingis extended also tcommunication to the publignd even to (interactivehaking available to the
public, this does not authorize the legislators of thanty concerned to extend thienitations allowed in
Article 11bis(2) of theBerne Conventiorfnon-voluntary licenseer obligatory collective managemerieyond
the scope of theight of broadcastingdetermined in th&erne Conventioffin its Article 1bis(1); that is, it is
not permitted to apply the sanimitationsto cablecasting(of cable-originated programsand to (interactive)
making availableof works to the public For this reason, the principle of freedom ofalegharacterization of
acts and rights should be referred to as the “iexf relative freedom of legal characterizatwhacts and
rights.” (WIPO Guide and Glossary, p. 294).
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legal characterization would not allow to the Canting Party concerned to introduce
compulsory licenses on the basis of Articldis2) since, in the case of the right of making
available to the public (for the implementationwvdfich the right of broadcasting would be
chosen), no such compulsory licenses are allowed.

The agreed statement concerning Article 6 andtAeiVCT should be interpreted in the light
of this concept. It clarifies that the right of wWibution only applies fotangible copies. This
meansminimum obligationunder the Treaty. It does not exclude the podsibibr a
Contracting Party to apply the right of distribution a broader scope as what is prescribed,
namely also in respect of intangible copies. Howeasg regards the question of exhaustion of
the right, the agreed statement does not provida finimum obligation buhe maximum of
the applicability of a limitation of a rightnamely, the right of distribution. Just because t
right of distribution may be been chosen as on¢hefways of implementing the right of
making available to the public, it does not meaat th is allowed to provide for the
exhaustion of the right of making available whensiimplemented in that way. Thus, the
application of Article 3(3) of the Directive is miéable. As a result of downloading (which, as
mentioned above, may be characterized as distibuthrough reproduction through
transmission), there is a copy in the end-userapmder memory. Where a copy is included
in a website as UsedSoft and is offered for “sate, transfer of property takes place. A new
copy is made. The act is covered by the right pfaduction and, since the copy is offered for
online “sale,” also the right of making availabte the public is involved. Neither of these
rights may be exhausted under the WIPO “Interneaifies” and the Information Society
(Copyright) Directive.

The court seems to have found that, although, utigerinformation Society (Copyright)
Directive, exhaustion does not apply for intangillepies, it may still apply under the
Compute Programs DirectiVe? since, in its view, the relevant provisions of tkadter
directive may to be regardedlag specialis

The nature of certain provisions of the ComputepgPams Directive may truly be
characterized as such (for example, the provismmdack-up copies and decompilation).
However, the concept of distribution and, in conibecwith it, the concept of “sale” do not
belong to that category. The court stated thatetlvescepts were not determined, and that it
was its tasks to determine théfHowever, if this had been truly the case, whathinfgave
been the reason not to apply the same conceptshwbiow from the WIPO “Internet
Treaties” and the Information Society (Copyrighijdative? It is submitted that there was no
such reason; no justification for not applying tee generalisunder the Information Society
(Copyright) Directive in the absence of dey specialis

One may ask the question of whether or not the argeption to the exclusive right of
reproduction not existing under any EU directivigh@ugh, for its applicability, in the closed
system of exceptions and limitations of the dinexgi it would have to be provided) but
invented by the CJEU, might be in accordance,ast)avith the three-step test.

A negative answer would be justified to such a fbsguestion. It is doubtful whether the
newly introduced exception to the right of repradlut is limited to a special case and, thus,
whether it is in accordance with the first conditiaf the test. However, it appears that it may
fail the second condition since it has the potémifagetting into conflict with a normal

10 Directive 2009/24 codifying Council Directive 9B5@EEC of May 14, 1991.
"1 See pts 40 to 42 of the preliminary ruling.
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exploitation of the works concerned. Online digitibn — with its efficiency, speed and viral
nature — creates a new situation, quite differeminfwhat is known where the exhaustion of
the right of distribution has its adequate fieldapplication. Such kind of new exception may
undermine, for example, what is now one of the muogiortant ways — if not the most
important one — of exploiting video games: dulytcolhed online distribution.

It should also be seen that the application of rlegvly construed exception would be
particularly detrimental to the exploitation of werwhose use is of a “consumptive” nature
in the sense that, after having been used once, \thkele is lost or, at least, substantially
decreased for the given end-users (for examphasfor fiction books). At the same time, for
those who have not used the same works yet, thee thereof is still intact. In spite of this,
through an online “resale” network, such persony oi#ain copies at a price lower than the
market value of new copies (of course, the expoessiresale” and “used copies” do not
express reality; in fact, what takes place is doading — making — brand new and perfect
digital copies). If this kind of reuse became wyglesad — and experience shows that, on the
Internet, this usually happens when people mayvgeks freely or at a lower price — it might
create a downward spiral of the market value of wleeks concerned and, thus, it might
undermine the chance of creators and produceesctup their investment. Thus, such online
“resale” services may get in conflict with a norneabloitation of the works concerned (and
therefore with the three-step test).

Let us presume that the exhaustion of the righdistribution were still applicable — but in
reality it is not — when new copies are made onsirwer of an online “resale” forum and
then in the system of the new “buyer.” Would thebe acceptable that the extension of the
first sale doctrine the way the CJEU has foreseenldvcreate conflict with the normal
exploitation of the works concerned due to theasrasnentioned above?

In this context, also the question may emerge véreth not the three-step test might have a
role in respect of the exhaustion of rights. Coaesidy the text of the relevant international
provisions (Article 9(2) of the Berne Conventiorrtile 13 of the TRIPS Agreement, Article
10 of the WCT, Atrticle 16 of the WPPT and Articlg af the BTAP), this does not seem to be
an unjustified question. The three-step test isotatrol exceptions to arlanitations of rights
and, after all, a provision on exhaustion of thel@sive right of distribution with the first sale
of copies, according to the ordinary meaning ofwoed, may qualify as a limitation of that
right. Such a possible interpretation may be stteerged by those provisions of the WIPO
“Internet Treaties” (Article 6(2) of the WCT, Artes 8(2) and 12(2) of the WPPT and Atrticle
8(2) of the BTAP) which make it clear that exhamstis not an indispensable constituting
element of the concept of the right of distributi@ontracting Parties are allowed to provide
for exhaustion on the basis of the same kind ofjuage as what is used in the treaty
provisions on exceptions and limitations. Let ugtas an example, the text of Article 6(2) of
the WCT:

Nothing in this Treaty shall affect the freedomGufntracting Parties tdetermine the conditions,
if any, under which the exhaustion of the right in parpgrél) applies after the first sale or
other transfer of ownership of the original or topy of the work with the authorization of the
author

In the text quoted above, emphasis is added ttetine “determine the conditions” which is
the same as in Article bis(2) of the Berne Convention allowing limitations thie right of
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broadcasting (and related acts). Emphasis is aldedato the words “if any” to underline that,
in principle, a Contracting Party may also decideto provide for exhaustion of the right.

If the three-step test were applied to the limiatconsisting in the exhaustion of the right of
distribution, it would be a suitable basis to claihat allowing the use of works through

certain online “resale” forums would be in conflith the test since it would conflict with a

normal exploitation of the works concerned (it wbahter into an economic competition with
the rights of copyright owners and would undernthreelegitimate market for them).

The regulation of the right of rental is a goodrepée to show that, irrespective of whether it
takes place through the application of the threp-gst or through specific legislative norms,
in certain cases, it is not justified to extend suepe of exhaustion of copy-related rights
beyond the field where it relates to real resaléoofother transfer of property in) tangible
copies.

In certain countries, the concept of distributidsoacovers rental of copies (although rental
does not mean transfer of property, but only tremnef possessiort)? In accordance with this,
the exhaustion of the right of distribution mayocalpply for rentals. However, where the
exhaustion of the, thus, extended right of distidouconflicts with a normal exploitation of
the works concerned (in particular, in respechefright of reproduction), it is not applied for
rental. This kind of connection between exhausaod possible conflicts with the normal
exploitation of materials protected by copyright retated rights may be witnessed, for
example, in Article 14(3) of the TRIPS Agreementtide 7(2) of the WCT, Articles 9(2)
and 13(2) of the WPPT and Article 9(2) of the BTARP.0se provisions allow the limitation
of the exclusive right of rental to a right to etgbile remuneration — or, under the BTAP, an
exception to its application — provided, howevhattthis does not give rise to anydterial
impairment of the exclusive right of reproduction (a kind synonym of conflict with a
normal exploitation of protected productions).

Having discussed these aspects, it should be rmag&id, however, that, the reason for which
the extension of the scope of application of thhaewstion of rights foreseen in the CJEU
ruling does not seem to be in accordance with tiernational and EU norms is much
simpler; namely, that it concerns certain rightthe right of reproduction and the right of
making available to the public — in the case ofalithose norms do not allow exhaustion.

THE ROLE OF DIGITAL RIGHTS MANAGEMENT, IN PARTICULA R
TECHNOLOGICAL PROTECTION, IN CLOUD SERVICES
Renaissance of DRM in the “Cloud Mulholland Drive seen in UltraViolet light
Since the adoption and then the entry into forcefirst two WIPO “Internet Treaties,”

sufficient experience has been accumulated on hewptovisions on technological measures
(Article 11 of the WCT, Article 18 of the WPPT additicle 15 of the BTAP) and on rights

172 The Computer Programs Directive also qualifiegatess a part of the concept of distribution, futhe case
of rental, it excludes the application of the exdtan of the right. This is so since Article 4()tbe Directive
reads as follows: The first saleén the Community of a copy of a program by théntiglder or with his consent
shall exhaust the distribution rightithin the Community of that copwith the exception of the right to control
further rentalof the program or a copy thereof.” (Emphasis added
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management information (Article 12 of the WCT, Al&i 19 of the WPPT and Article 16 of
the BTAP) should be interpreted and applied.

Technological protection measures (TMPs) and digights management information (RMI)
are frequently applied together as combined intaligights management (DRM) systems. As
regards the second element of DRM systems (RMllse due to the quite detailed treaty
provisions — no substantial interpretation probldrase emerged. In contrast, as regards the
protection of TPMs, due partly to the more gentmaguage of the provisions of the Treaties
and partly to a kind of ideology-based resistargarest it by “copyright minimalist” circles,
heated debates have taken place.

By now, however, adequate international standaralge hbeen established also for the
interpretation and application of the TPM provisodhe volume of this paper would not
allow, and its objective would not necessitateeiffig a detailed description and analysis in
this respect. It seems to be sufficient to outlihe most important elements of the said
standards concerning TPM protection; namely

- since the treaty provisions obligate Contractiagties to provide adequate protection and
effective remedies for all TPMs, they must be agplfor both access-control and copy-
control (or more generally: right-control) measures

- no adequate protection may be granted for TPMsly the very acts of circumvention are
prohibited; the defense line should be establisiredhe stage of “preparatory acts”
(manufacturing and distribution of unauthorized cemvention devices and offering
unauthorized services);

- the obligation of granting adequate protection nist limited against the acts of
circumvention that may result in infringements opygright; it also extends to circumvention
of any TPMs applied by the owners of rights in aeetion with any form of exercising rights
(thus, also any TPMs ensuring conditional accesséotain uses that are not covered by
copyright — such as getting access for viewingreasted film — but without the control of
which the protection and exercise of rights, irtaia cases, would be impossible);

- the obligation to provide effective remedies aghicircumvention should mean the
application of both civil remedies and, in partaulin the case of “preparatory acts”
performed on a commercial scale, criminal punishsien

- where TPMs are used by the owners of rights, apmate measures (provisions and
mechanisms) are justified to ensure the applidgioli certain exceptions and limitations that
are indispensable from the viewpoint of the pubiterest, but (i) preference should be given
to voluntary measures between the owners of rightsthe beneficiaries of exceptions and
limitations, (ii) in view of this, beneficiariesn igeneral, should not be allowed to circumvent
TPMs by simply citing exceptions and limitationsit bather only through the operation of a
well-balanced intervention mechanism; and (iii) Weey the measures for the applicability of
certain exceptions and limitations should be predicand used with full respect for the
conditions prescribed in the “three-step test” &5t

The last important criterion mentioned in the pokeg paragraph concerning the role of the
three-step test in the intervention mechanismdbbkas stated in a particularly clear manner in
the ruling of the French Supreme Co@b(rr de cassatiorin theMulholland Drivecase’

3 For analysis of these issues, see Mihaly Fics®rotection of DRM under the WIPO ’Internet Treaties
Interpretation, Implementation and Applicatjom ,Copyright Enforcement and the Internet” (&l by Irini A.
Stamatoudi), Walter Kluwers, 2010, pp. 257-302.

174 Cour de cassatiqr{2006) 37 I.I.C. 760 of February 28, 2006.
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Que choisir the French consumers’ association asked the ¢ourile that it is allowed to
circumvent the copy-control TPM used in DVDs conitag films (CSS) in order to be able to
exercise the “right to make private copies.” Thertalarified that no such thing exists as a
“right” to private copies. Although adequate exdeqms and limitations may be provided for
private copying in accordance with Article 5(2)@f the Information Society (Copyright)
Directive, those exceptions and limitations ar® alsbject to the three-step test (under Article
5(5) of the Directive and relevant internationatms). In accordance with this, the court held
that allowing circumvention of the TPM protectinfgs in DVDs to make private copies for
mere convenience such as place-shifting or dendérg) as claimed byQue choisirwould

be in conflict with the test (since the removingtbé TPM protection would facilitate the
unauthorized making available of films in the dagjibnline environment and would create a
conflict with normally exploitation of the films).

This important principle clarified and laid down Mulholland Drivewas confirmed in the
agreed statement adopted by the Beijing Diplomataference in June 2012 on the
relationship between Article 15 of the BTAP (on T®Mnd its Article 13 (on the three-step
test). The agreed statement has made it clearnthtabnly the exceptions and limitations
themselves must be in accordance with the thrgetstst, but the implementation of the
measures to make the enjoyment of certain excepaod limitations must also be controlled
by the test”®

In Mulholland Drive one of the reasons for whicQue choisir demanded that the
circumvention of DSS technological protection sldobk allowed to consumers was that,
without this, the films cannot be used on othericessand cannot be made available to other
members of the same family, although in both cabesacts of reproduction would qualify as
private copying.

It is important to note that the application ofuadiotechnology may also solve the “problems”
of alleged inconveniences about whi@e choisirwas complaining. And it may be done
exactly by means of using DRM protection in a flé&i and user-friendly manner — in
accordance with one of the basic elements of theeqat of cloud-based systems; namely that
they make it possible using works anytime, anywlage on a great variety (but a determined
number) of devices.

The recently launched UltraViolet (UV) system ig@d example for this. Wikipedia seems
to offer an appropriate description of the system:

UltraViolet (UV)is a digital rights authentication aotbud-basedicensing system that allows
users of digital home entertainment content toastreand download purchased content to
multiple platforms and devices....

5 The agreed- statement reads-as-follows: “It-is-tstded- that nothing-in-this Article prevents a Gaating
Party from adopting effective and necessary measireensure that a beneficiary may enjoy limitagi@md
exceptions provided in that Contracting Party’siarat! law, in accordance with Article 18on the three-step
test], where technological measures have beenempfdi an audiovisual performance and the benefidias
legal access to that performance, in circumstasoel as where appropriate and effective measunes riat
been taken by rights holders in relation to thafqrenance to enable the beneficiary to enjoy thetétions and
exceptions under that Contracting Party’s natiolaa. Without prejudice to the legal protection aif
audiovisual work in which a performance is fixedisi further understood that the obligations unéldicle 15
are not applicable to performances unprotectecbdomger protected under the national law givinfg&tfto this
Treaty.” (Emphasis added, note inserted.)
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UltraViolet adheres to a "buy once, ptaywhere" approach that allows users to storealigit
proof-of-purchases under one account to enabléptkyof content that is platform- and point-
of-sale-agnostic...

UltraViolet is deployed by the 74 members of Digital Entertainment Content Ecosystem
consortium, which includes film studioretailers, consumer electronics manufacturers,ecabl
TV companies, ISPs, network hosting vendors, artkrotinternet systems and security
vendors...

Content consumers create a free-of-chbiigg@Violet account, either through a participgtin
UltraViolet service provider, or through the Ultria\ét website, with six accounts allowed per
household. An UltraViolet account provides accesa Digital Rights Locker where licenses
for purchased content are stored and managed ectep of thepoint of sale.The account
holder may register up to 12 devices for streamamg/or downloading for transfer onto
physical media (e.g. DVDs, SD cards, flash memddyjce downloaded, an UltraViolet file can
be played on any UltraViolet player registeredie household account, but it will not play on
devices which are not compatible with UltraVioletles can also be streamed over the Internet.
Up to three streams can be simultaneously trareitCompatible devices include set-top
boxes as well as Internet-enabled devices suclomputers, game consoles, Blu-ray players,
Internet TVs, smartphones, and tablets...

UltraViolet content is downloaded or streamed ia @mmmon File Formatusing theCommon
Encryption (CENC) system... Because every UltraViolet titleivaas in this format, it will
generally play on any UltraViolet branded device

DECE members developed a common file format (CRSigihed to play in all UltraViolet
players and work with all DECE-approvBiRMs

As it can be seen, UV is an extremely flexible asdr-friendly service. Although the DRM
system supporting it — in quite an understandaldemar — applies certain limits, it offers a
convenient and broad framework for user experieticénardly has any of the possible
characteristics for which DRM systems, and in gatér TPMs, have been criticized both by
activists and by consumers. At the same time,a@tnsesuitable to ensure adequate protection
and exercise of copyright in the online environmémta way, it is a symbol of a promising
“coming of age” of TPMs and DRM. As such, it padiarly justifies that the above-outlined
standards of TPM protection be fully and duly agglio support it.

Combination of software and firmware TPMs for cloudervices; fight against illegal
“modchips”

Treaty obligations on adequate protection of firmevaTPMs As described in the
introductory part of the paper briefly, and as afsentioned above in connection with the
UltraViolet platform, legal cloud services, in gesle use DRM systems, and within them
TPMs frequently in a combination of software andnfvare (or hardware) measures
embedded in devices. Firmware TPMs, beyond any tdadiatsoever, correspond to the
concept of technological measures under the retepawvisions of the WIPO “Internet
Treaties” and the national laws duly implementihgmh. They provide efficient guarantees
for adequate protection and exercise of rightsesitheir circumvention tends to be more
difficult than in the case of merely software-ba3&Ms.
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Firmware TPMs deserve adequate protection, at,leéasthe same way as “traditional”
software-based TPMs. However, due to the factttieyt are key elements of the defense line
against game piracy, they may deserve even gratiézition and support.

The attempts at circumventing hardware/firmwaretgutoon built in devices to guarantee
lawful use of protected works may take place ireottases too, and in the case of the device-
based legal cloud services, they seem to be pratifgy. However, at present, the most
typical field where such protection is under attgaiskthe use of firmware protection for video
games. The attacks take the form of manufacturdigiributing and using modchip3
(modification chips removing firmware-based teclogidal protection) to circumvent such
protection built in video consoles. There are afftsmto try to “legalize” this form of
commercial-scale unauthorized circumvention of ¥itame TPMs. Although, at the moment,
these mainly concerns video consoles, it is cleat, tif the attacks succeeded, the other
promising cloud-distribution-cum-firmware-TPM-coolied-device systems might fall as
victims too. Therefore, it is worthwhile reviewitige current battles around “modchips” more
in detail.

US: attempt at (mis)using administrative rulemakiodry to remove firmware protection and
open the way for game piracyt seems that the best way to outline the problesh
“modchips” and their role in game piracy may betlo@ basis of what is taking place in this
respect in the current three-annual rulemaking ggding at the US Copyright Office as
mandated by section 1201 of the Copyright Act. Adsi known, as a result of such
proceedings, the Librarian of Congress may desggoarttain classes of works to be exempted
from the prohibition against circumvention of aesntrol TPMs when such circumvention
is done to engage in “non-infringing uses of warkthe designated classes.”

In the current rulemaking proceeding, the Electorfrrontier Foundation (EFF)
has proposed the designation of the following clafseorks to be exempted from access-
control protection: “computer programs that endhiefully acquired software applications,
where circumvention is undertaken for the purposesmabling interoperability of such
applications with computer programs on the gamiogsole.” As it turns out from the
minutes of the hearings on this propo<&kuch interoperability — according to the propesal
would be needed basically for the purpose of usingx software and “homebrew” games
(created by independent programmers) on the canpoteected by firmware TPMs.

In the debate at the hearing, it has become qlete that the “problems” the EFF aims to

eliminate consist in some relative inconvenienddsere are several other possible ways to
use Linux and “homebrew” games, even if it may foe that, in certain cases, obstacle-free
use of the currently firmware-protected consoleghihbe more convenient. However, it is

obvious that, as soon as the TPM protection is wethdrom the consoles, they may become
efficient tools for game piracy (because the satepssare needed to include Linux software
and “homebrew” games as to include pirated copies).

The principle adopted by the French Supreme Couttté Mulholland Drivecase mentioned
above may be of useful guidance also in this ddsee convenience is not a sufficient reason
to apply exceptions to the prohibition of circumtien of TPMs that are indispensable — as in
the case of console firmware — for normal expl@mtabf works.

176 Seewww.copyright.gov/1021/hearings/2012/agenda, arpkirticular
www.copyright.gov/1201/2012/heraingsftranscriptedimey-5-17-2012:pdf.
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In the given case, it also seems to be doubtfultdrethere is truly any non-infringing use
that is supposed to be guaranteed through remoViPlyl protection of video games.
However, even if there were such a use, from teapoint of the international norms, it is
also a condition that any exception to the protahitof circumvention of TPMs must not
cause a conflict with the “three-step test.” Thigecion is now clearly stated in the agreed
statement concerning Article 15 of the BTAP in tiela with its Article 13 as discussed above.
The three-step test controls not only the exceptiamd limitations themselves but also the
impact of the measures used for their applicabitityase of use of TPMs.

Since video consoles are important means of digtrip and otherwise making available
works with indispensable DRM control, the removhkoch a key guarantee for lawful use
would undermine the possibility of a normal ex@titn of the works concerned. Therefore,
the adoption of the proposed exemption might creatdlicts with the international copyright

treaties to which the US is party not only in regpa the obligations concerning TPMs but
also of the three-step test.

For a commentator who tries to judge the proposalerby the EFF from the viewpoint of the
relevant international norms, it seems quite ctbat it would hardly be acceptable from the
viewpoint of those norms. However, the same seambet case as regards the criteria
applicable in the US administrative rulemaking gedings. The impression is that the real
objective of the proposal is not just to introduaed exception to the prohibition of

circumvention of TPMs, but rather to simply remdfie protection by the TPMs which are

indispensable for sustainable production by — arehdor the very survival of — the game
industry.

This seems to fit in the well-known strategic oltijee of the EFF revealed on many occasions.
Its real objective is not just being bothered bying to achieve some exemptions to the
prohibition of circumvention of TPMs but to elimiieaany such prohibition which it opposes

on a kind of ideological basis.

However, this objective happens to be in conflicthvthe existing — and duly justified —
international and national norms.

Europe: mixed rulings with healthy trends (so fafhe Information Society (Copyright)
Directive has faithfully implemented the provision$ the WCT and the WPPT. The
provisions of Article 6 of the Directive, and in rpaular the definition of “effective
technological measures” in paragraph (3), do reotdeany doubt that the Member States must
provide adequate protection and effective remedils® against the circumvention of
firmware-based TPMs, including preparatory actshsas manufacturing and distributing
such unauthorized circumvention devices as the hipdc

There are now ever more EU countries where thetgosmmetimes after some detours in the
not necessarily right direction, have interpreted applied Article 6 of the Information
Society (Copyright) Directive adequately.

7 after the completion of this paper — and the KysioAl Congress.—.on October 26, 2012, the Libraridn
Congress published the list of works covered bydkemptions to prohibition on circumvention of a&xe
control TPMs. In the list, the above-discussed BF#posal is mentioned among the rejected propoSaks.
www.federalregister.gov/articles/2012/10/26/2013@&/exemption-to-prohibition-on-circumvention-of-
copyright-protection-system-for-access-control&4-20
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For example, in théJnited Kingdomwhere in theGilham v. the Queecase'® the defendant
was condemned for criminal offence because it hamlilluted modchips. Then iNintendo
Co Ltd and Nintendo of Europe GmbH v Playablesdrid Wai Dat Chanthe High Court
granted summary judgment against and importer of rRgdchip cards for copyright
infringement and unauthorized circumvention of TE/MThe card was able to circumvent the
firmware DRM of Nintendo DS applied to verify whetha game card inserted is genuine. As
a result, it became possible to download illegglie®s of video games from the internet.

The defendant tried to argue that the circumventdievice had also a lawful use in the form
of playing “homebrew games.” However, the courswat impressed by this. It stated that
“[tihe mere fact that the device can be used fooa-infringing purpose is not a defence,
provided one of the conditions in section 296Z0¢})of the amended Copyright, Designs
and Patents Act of 1988 on the prohibitions ofwgingention of TPMs] is satisfied.”

In other countries, as mentioned above, court wattas taken time and again some detours
before reaching appropriate findings on the appboaof anti-circumvention norms against
modchip manufacturers and distributors.

In Spain in 2009, the Court of Salamanca adopted a weiidg in a procedure initiated by
Nintendo against Movilquick®® which consisted in disregarding the internatiori#l and
national norms on the protection of TPMs. One n@ynfno other impression in reading the
report on the ruling. The court found that Movilckis modchip served for circumventing the
TPM applied by Nintendo in its video console foe fbrotection of games. It also recognized
that this opened the gate for the use of piratedega However, the court still dismissed
Nintendo’s claim by referring to the possibilityath when the TPM was circumvented, the
console might be used not only for illegal objeesivbut also for certain legal purposes. The
court did not interpret the provisions on prohnitiof unauthorized circumvention of TPMs
in a narrower or broader way; it simply neglecteein (probably they were not in accordance
with the judge’s personal views).

Another Spanish court, however, seems to have néoed that it is bound to apply the clear
legal provisions on the protection of TPMs rathleart to disregard them. In 2010, the
Criminal Court of Palma de Mallorca, found gutftythe importers and sellers of R4 card
modchips for circumvention of the firmware TPM dpglin Nintendo video consoles. One of
the defendants was condemned to imprisonment; hit@ey were applied; and the payment
of substantial damages was ordered.

In France similar developments have taken place. In 2009jmainal court in Paris adopted
more or less the same kind of strange judgmentd-fansimilar flawed reasons — as the
Salamanca court in Spain in a procedure initiatgdNintendo againstDivineo SARL a

distributor of illegal R4 cards to circumvent thENI protection of video consoles. It did not
condemn the perpetrators, but two years laterCibnart of Appeals in Paris issued a guilty

" EWCA Crim. 2293 of November 3, 2009.

9 EWHC 1932 (Ch) of July 28, 2010.

180 The ruling was adopted in November 2009 by tharBahca court. Its text has not been available. Mewye
various reports have been published on it; e.ghefiechdirtwebsite on November 23, 2009 (which, of course,
celebrated the ruling); at www.techdirt.com/blc.

181 Decision of the Criminal Court of Palma de Maley©ctober 26, 2010.
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verdict'®?

damages.

iImposing suspended imprisonment, high criminakdirand a big amount of

In ltaly, since the verdict of the Supreme Co@bfte di Cassazioneadopted in 2007 —
confirmed by another one in 20%4—it has been a stable position in jurisprudenee the
circumvention of TPM protection of video consolasprohibited and the distribution of
modchips is a crime.

However, on July 26, 2012, the Tribunal of Milafiwibunale di Milang turned to the CJEU
with a referral for preliminary ruling in theintendo Co., Ltd and Others v PC Box Srl and
9Net Srl.case'®® It submitted the following two questions:

Must Article 6 of Directive 2001/29/EC be intergrdt including in the light of recital 48 in the
preamble thereto, as meaning that the protectiagaabinological protection measures attaching
to copyright-protected works or other subject nrattay also extend to a system, produced and
marketed by the same undertaking, in which a deigcstalled in the hardware which is
capable of recognising on a separate housing merhaocontaining the protected works
(videogames produced by the same undertaking dsawedy third parties, proprietors of the
protected works) a recognition code, in the absefcghich the works in question cannot be
visualised or used in conjunction with that systém, equipment in question thus incorporating
a system which is not interoperable with complemgnequipment or products other than those
of the undertaking which produces the system i2self

Should it be necessary to consider whether or metuse of a product or component whose
purpose is to circumvent a technological protectimeasure predominates over other
commercially important purposes or uses, may Aettcbf Directive 2001/29/EC be interpreted,

including in the light of recital 48 in the prearalthereto, as meaning that the national court
must adopt criteria in assessing that question lwhige prominence to the particular intended

use attributed by the right holder to the produacivhich the protected content is inserted or, in
the alternative or in addition, criteria of a qutative nature relating to the extent of the uses
under comparison, or criteria of a qualitative matuthat is, relating to the nature and

importance of the uses themselves?

It is difficult to decipher the meaning of thesarggicated questions. Nevertheless, the first
guestion seems to boil down to asking whether oifiraware TPMs are TPMs. In the light
of the clear norms in the international treatied emtheacquis communautairéhe answer to
this question will not be difficult. However, thend question is quite foggy. Does it seek to
clarify whether or not it is allowed under Artic4) of the Directive to circumvent a
firmware TPM if the device in which it is includeday be used not only for illegal activities
but also for some legal activities? Hopefully, idlvibe helpful for the CJEU that now the
majority of EU courts answer with a healthy “No”ttas question no matter whether it is put
in such a complicated way or in a simpler manner.

It is worthwhile quoting Recital (48) of the Direst mentioned in the referral (but, since it
begins with the words “such legal protection,” titgge with Recital (47)):

(47) Technological development will allow rightheld to make use of technological measures
designed to prevent or restrict acts not authorisethe rightholders of any copyright, rights

182 Decision of September 23, 2011 of the Court of dglp
183 Cass. penale 33768/07.

184 Cass. penale 8791/11.

1% CJEU case C-355/12.
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related to copyright or the sui generis right itadbases. The danger, however, exists that illegal
activities might be carried out in order to enatndacilitate the circumvention of the technical
protection provided by these measures. In ordawted fragmented legal approaches that could
potentially hinder the functioning of the internadarket, there is a need to provide for
harmonised legal protection against circumventiébreffective technological measures and
against provision of devices and products or sesvto this effect.

(48) Such legal protection should be provided ispeet of technological measures that
effectively restrict acts not authorised by thehtigplders of any copyright, rights related to
copyright or the sui generis right in databaseshaut, however, preventing the normal
operation of electronic equipment and its techniglgdevelopment. Such legal protection
implies no obligation to design devices, productsnponents or services to correspond to
technological measures, so long as such devicegduptp component or service does not
otherwise fall under the prohibition of Article &uch legal protection should respect
proportionality and should not prohibit those degi@r activities which have a commercially
significant purpose or use other than to circumvbattechnical protection. In particular, this
protection should not hinder research into crypyy.

In the last-but-one sentence of Recital (48) orcvtihe Milan court seems to concentrate in a
somewhat isolated way, two principles may be found.

The first principle is proportionality which is, aburse, as a basic principle should be taken
into account. However, in the given context, itidddbe appliedhot onlyfrom the viewpoint

of whether or not, in the name of proportionalityis justified to disregard the need for the
protection of TPMsbut alsofrom the viewpoint of whether or not it would beoportionate

to remove the key element of the ecosystem of gardastry and to deprive it of an
indispensable means of protection against piracy.

The second principle is that devices or activitfet have a commercially significant purpose
or use other than to circumvent TPMs should notpbehibited. The calculation of the
significance of this principle concerning the qumstof whether or not the manufacture and
distribution of modchips may be considered legajuge easy. The result is obviously: zero.
The recital refers to those devices (for examplés Rnd laptops were in mind) which are
used predominantly for other purposes. If the qaestvere whether or not a video console
might be prohibited as a circumvention device, tprnciple would apply. However,
modchipsare not such devices. Their exclusive purposearamventing firmware TPMs
(irrespective of for what purposes tt@nsolessoncerned will then be used). The last- but-one
sentence of Recital (48) has nothing to do with ohquk.

SUMMARY

1. From the viewpoint of the application of the yasions of the WIPO ,Internet Treaties,”,
the most relevant aspects of cloud computing iswlmaks and other protected materials are
included in remote storage capacities (on servdrs location of which may even be
unknown) and they are made available for use eitbeindividual customers of the cloud
services (and, at maximum, to persons in theirgte\sphere) or, in general, to the members
of the public — normally at any place and at amyeichosen by them.

2. In view of this, in particular three rights prided in the WIPO “Internet Treaties” — the
right of reproduction, the right of distribution drthe right of making available to the public
— may be involved.



3. As regards the right of reproduction, the funéatal question is who may be regarded as
the maker of a copy in the “Cloud;” the customeraofloud service, the cloud service or both
of them jointly together. In legislative norms atabe law, the dominant trend is that, if the
copying in the storage space reserved for a custasnaade through a completely automatic
system, it may be regarded as private copying avered by an exception or limitation.

4. However, from the very beginning of legal disgubn this issue, it has been controversial
whether, in a case mentioned in the preceding pdim$ truly the customer who should be
deemed to be the maker — or the only maker — @l@t copy.” This is so since the copying
system is under the control of the cloud provided ahe copy normally stays in its

infrastructure. There are countries under whose daa private copying exception or

limitation does not apply where a third person ngkecopy for subsequent private use — in
particular if it is not a natural person and if does so for direct or indirect commercial

advantage. In such countries, there may be appabg@rieasons to consider that such copying
is not covered by the private copying exceptiorimitation and, thus, the exclusive right

applies.

5. Where cloud providers make copies on the senwsed by them, their acts are obviously
covered by the exclusive right of reproduction.sTimiay be the case also where, as a matter
of “simplification,” “rationalization” or some othe reasons, they replace the copies made at
the initiation of the customers by a single copysome copies other than the “customer-
made” ones, which then may be used by their cusgome

6. Where, from a website in the “Cloud,” works ugdied by the cloud provider are made
available to the public in an interactive mannebviusly, the right of making available to

the public applies in accordance with Article 8tloé WCT, Articles 10 and 14 of the WPPT
and Article 10 of the BTAP. In such a case, theia¢lprovider must obtain license from the
owners of rights.

7. The legal situation is less clear and more caxplvhere the customers of a cloud service
retrieve works from the cloud provider's servers time form of either streaming or
downloading — in principle from any place and framy time chosen by them. Even where
they retrieve works from the storage spaces resefoethem, due to the potentially great
number of acts of accessing the same works interaictive way, the result may be regarded
as similar to, or the same as, “normal” making akadile to the public from a website. From
the viewpoint of the exploitation of the works camed, there is no substantial difference
between such a situation and a possible one winereustomers may get access to a copy or
copies made by the cloud provider.

8. Court practice tends to recognize that cloudvmters qualify as hosting providers and the
relevant provisions on the liability of such prosid apply to them. However, in those cases
where cloud providers go beyond a passive role adting contents uploaded by their
customers, they may become more easily liablearfdim of secondary liability and even in
the form of direct liability. Direct liability mayccur in particular where cloud providers
fulfill some kind of editing functions in respedtthe infringing materials and/or actively
promote certain infringing contents or activities

66



9. It is recognized as a basic obligation of clquaviders — as also of any other hosting
providers — that they must act promptly to remowelock access to infringing copies when
they receive notice or get red-flag knowledge albafuingements.

10. General monitoring obligations may not be primad under current legislative norms. In
contrast, it is allowed and justified to obligated providers to apply reasonably targeted
monitoring (filtering) systems to block uploadimdringing copies of works that have already
been identified as such, in particular in a notaxed-take down procedure. In such cases, the
principle that what has been duly taken down shetdg down should prevail.

11. Exceptions and limitations, in general, maydpplied in the same way in the cloud
environment as in the “traditional” environment 4ways under the control of the three-step
test. However, the conditions of the applicabilitfy certain exceptions may change. For
example, special considerations may be necessarggasds private copying exceptions or
limitations. The basis for the application of prigacopying levies for copies in the “Cloud”

may shrink and fade away.

12. The principle of exhaustion of rights is notpbgable when intangible copies are
downloaded from the “Cloud.” In such cases, thehtiggf making available to the public
may be applied by being characterized as distrdyutfin the form of distribution through
reproduction through transmission). However, thesato not cease to be covered by the right
of making available to the public in the case oficwhno exhaustion applies. Where it is
alleged that a “used” intangible copy of a workuploaded to a cloud website to offer it to be
downloaded from there, in fact, two rights are ilwed and neither of them is covered by the
exhaustion principle: the right of reproduction atiee right of making available to the public.
The possibility that the original downloader mayede his or her own copy (although the
copy may be very easily saved on an external dedaes not change this legal situation.

13. The obligations under Articles 11 and 12 of WE&T, Articles 18 and 19 of the WPPT and
Articles 15 and 16 of the BTAP to provide adequetsal protection and effective legal
remedies against unauthorized circumvention of neldgical measures (TPMs) and
unauthorized alteration or removal of electronighits management information (RMI) are
fully applicable in the cloud environment. Cloudwuuting makes the use of TPMs possible
in flexible, consumer-friendly and still efficiemtanner. This is not only a proof to rebut
certain unfounded criticisms against TPM protectibat also a reason for which truly
adequate measures be applied for such TPM-suppddedy using another expression,
DRM-supported) “cloud” business models.

14. Cloud-based business models guaranteeing atlequal effective but still flexible and
well-balanced exercise of copyright frequently fisaware TPMs in devices through which
protected works may be used in a duly controlley wasuring a normal exploitation of
works. Firmware TPMs are protectable TPMs withony @oubt whatsoever. The reason for
which it is justified to pay special attention teetn is that recently attempts have been made
to remove this indispensable element from the chmskd ecosystem of normal exploitation
of works. The attempts take the form of trying btam legalization of manufacturing and
distributing of devices to circumvent such TPMs$ witference to marginal conveniences they
might create. At present, the attacks are direcbaghly against firmware TPMs used in video
consoles where mainly (but far from only) the gantustry is concerned. The objective is
legalizing the use of “modchips” to circumvent finare protection which then would open
the floodgates for game piracy and endanger suatdéncreation and production of high-
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quality video games. Allowing unauthorized circuntian of firmware-based technological
measures would be in conflict not only with theigdilon to grant adequate protection for
TPMs but also with the three-step test. The morsisce, as an agreed statement adopted
concerning the relevant provisions of the BTAP &ala® made it clear, the three-step test is
supposed to control not only what exceptions amdtdtions may be applied but also the
possible measures taken for the applicability ataie exceptions and limitations in those
cases where TPMs are used by owners of rights.
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